Research Articles \\
— -

UDC: 327:343.9
DOI:10.59214/2663-2675.35(3).2025.115

Xiaolun Li’

Doctor of Public Health, Professor
Anhui University

230039, Jiulong Road, Anhui, China

Cybercrime prevention on the agenda of modern international relations

Abstract. The aim of the study was to analyse international legal mechanisms for combating cybercrime and to identify
effective formats of interstate cooperation. In the context of global digital transformation and the intensification of
cross-border cyber threats, international legislation on crime prevention and the interconnections between various
elements of preventive mechanisms were systematically examined. A statistical analysis of data from 53 countries,
including the United States, Germany, France, Poland, and Ukraine, revealed growth in indicators of international
cooperation: the number of legal assistance requests increased from 245 in 2019 to 689 in 2023, the number of joint
investigations rose from 34 to 112, the number of successfully solved cases grew from 156 to 423, the amount of
recovered damages from cybercrime rose from 23.5 to 89.4 million USD. The most effective instruments were found
to be those introduced by European Union directives and NATO mechanisms, which demonstrated higher efficiency
compared to bilateral formats. It was established that: 45 countries achieved full compliance in defining cybercrime
offences, 38 countries in procedural investigation mechanisms, 35 countries in digital evidence collection procedures.
Case analysis showed that: Polish-NATO cooperation reduced incident response time from 24 to 4 hours, Ukrainian-
Israeli cooperation decreased successful intrusions into critical infrastructure by 39%, the NATO Trust Fund improved
cyberattack detection effectiveness by 47%. To improve international legal mechanisms for combating cybercrime, it
was recommended to: harmonise national legislation in the field of procedural investigation mechanisms and digital
evidence collection, develop and implement international standards for cryptocurrency market regulation, strengthen
cooperation on tracing illicit crypto-assets. The results of the study may be used to develop national standards and
improve processes of international cooperation in combating cybercrime
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Introduction

In the era of digital transformation of the global com-
munity, the issue of cybersecurity is acquiring critical
importance for the national security of every state. The
rapid development of information technologies and the
integration into all spheres of public life create not only
new opportunities but also pose serious risks and threats
to national security. The formation of a unified digital
space, which erases traditional borders between states,
significantly changes the nature of international relations
and requires a rethinking of approaches to ensuring se-
curity in cyberspace. The problem of growing dependence
of critical infrastructure on information and communica-
tion technologies is becoming particularly acute. Energy
systems, transport networks, financial institutions, and
government bodies are becoming increasingly vulnerable
to cyberattacks, which may lead to catastrophic conse-
quences for national security and the economic well-being
of states. The increasing number of cyber incidents, the

complexity, and scale create unprecedented challenges for
the international community, requiring the development
of new mechanisms for cooperation and coordination of
efforts to counter cyber threats. This situation underlines
the need to form an effective system of international co-
operation in the field of cybersecurity, which would take
into account not only the technological aspects of the
problem but also the legal and organisational mechanisms
to counter modern challenges in cyberspace.

The cross-border nature of cyber threats creates par-
ticular challenges for the international community, as
cyberattacks can be carried out from the territory of any
state, disguising the true origin through complex chains
of proxy servers and virtual private networks. This signifi-
cantly complicates the process of attributing cyberattacks
and bringing perpetrators to justice, requiring the devel-
opment of new mechanisms of international cooperation
in the field of cybersecurity. The potential for significant
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damage to national interests is manifested in various
aspects: from direct financial losses due to cyber fraud
to the potential disruption of the functioning of critical
infrastructure, which may result in man-made disasters
and human casualties. Especially dangerous are targeted
attacks on critical infrastructure facilities such as energy
systems, transport networks, water supply systems, and
medical institutions, as the disruption may cause a cascad-
ing effect and paralyse the livelihoods of entire regions.
According to international organisations, the annual loss-
es to the global economy from cybercrime exceed 1 trillion
US dollars, and the number of successful cyberattacks on
critical infrastructure facilities shows a steady increase of
40-50% annually (Office of Inspector General U.S. Agency
for International Development, 2018).

The fundamental aspects of international legal reg-
ulation of cybersecurity are studied by E. Bucaj & K. Id-
rizaj (2025), who emphasise the need to create a global sys-
tem to counter cybercrime. The researchers convincingly
argue that existing national regulatory mechanisms are un-
able to effectively counter transnational cyber threats, and
only the development of international law can provide an
adequate response to modern challenges. Special attention
is paid to the harmonisation of national legislation and the
creation of unified legal mechanisms to counter cybercrime.

A significant contribution to the understanding
of preventive mechanisms was made by A. Campina &
C. Rodrigues (2022), who conducted a thorough analysis
of international cooperation in the context of the Buda-
pest Convention. The research reveals the evolution of ap-
proaches to preventing cybercrime and demonstrates how
international legal instruments contribute to the devel-
opment of preventive strategies. The researchers particu-
larly emphasise the importance of information exchange
between countries and the creation of joint early warning
mechanisms for cyber threats.

The theoretical and methodological foundations for
the development of an international legal system to com-
bat cybercrime are comprehensively studied by O. Yem-
ets et al. (2024). The work presents a comprehensive anal-
ysis of the legal aspects of international cooperation and
identifies key stages in the formation of a modern system
to counter transnational crime. Of particular value is the
systematisation of international legal cooperation mecha-
nisms between law enforcement agencies proposed by the
authors. A group of researchers led by S. Cherniavskyi et
al. (2021) focuses on the practical aspects of implement-
ing international norms into national legislation and de-
veloping institutional mechanisms to combat cybercrime.
The study includes valuable recommendations for improv-
ing the legal framework and strengthening international
cooperation in this area.

The Ukrainian cybersecurity context is explored by
M. Dumchykov et al. (2022), who analysed cyber threats to
Ukraine and the Baltic States. The researchers examined
the consequences of large-scale cyberattacks on Ukrain-
ian state institutions and critical infrastructure, includ-
ing attacks on energy systems, transport networks, and
state information resources. Special attention was paid
to the development of effective response mechanisms to
cyber threats in the context of hybrid warfare. The issue
of cross-border cooperation in the context of protecting

Ukraine’s information space is examined by K. Shakhba-
zian (2021). The researcher analyses the legal and insti-
tutional aspects of intergovernmental cooperation in the
fight against cybercrime, with a focus on the specifics of
developing a national cybersecurity system under hybrid
threats. Of particular value are the recommendations de-
veloped for improving Ukrainian legislation in accordance
with international standards.

An innovative approach to the analysis of interna-
tional legal mechanisms is proposed by A. Segura-Ser-
rano (2021), who explores the impact of emerging tech-
nologies on the development of legal regulation of
cybersecurity. The researcher pays special attention to
the legal regulation of artificial intelligence and other ad-
vanced technologies in the context of ensuring cyberse-
curity. A significant contribution to the understanding of
the Asian experience in combating cybercrime was made
by S. Jiang (2023), who analysed the specifics of regional
cooperation among Asian countries in the field of cyber-
security. Jiang’s research reveals the features of forming
regional mechanisms for countering cyber threats and the
potential for applying the Asian experience in other parts
of the world. The practical aspects of protecting Ukraine’s
critical infrastructure under cyberattacks are addressed in
the study by N. Kolomiiets et al. (2023). The researchers
provide a detailed analysis of international legal standards
in the field of cybercrime prevention and the implementa-
tion in Ukrainian legislation.

An innovative perspective on the globalisation of law
in the context of cybercrime prevention is presented in
the study by G. Siregar & S. Sinaga (2021). The research-
ers analyse the processes of legal globalisation and the
impact on the development of mechanisms to counter
cybercrime, emphasising the need to harmonise national
legislation and develop international legal instruments.
The research demonstrates how the globalisation of le-
gal norms enhances the effectiveness of international
cooperation in the field of cybersecurity. N. Kolomiiets et
al. (2023) conducted an in-depth analysis of international
legal standards in the field of crime prevention. The re-
searchers identified key trends in the development of in-
ternational law and its impact on the formation of nation-
al systems to combat cybercrime. Special attention is paid
to the implementation of international standards and the
development of intergovernmental cooperation mecha-
nisms. Cybersecurity issues in the context of mobile finan-
cial transactions are explored by H.J. Pallangyo (2022). The
researcher analyses the modern challenges of cybersecuri-
ty and trends in the development of information and com-
munication technologies, proposing innovative approach-
es to protecting financial systems. This study highlights
the importance of international cooperation in ensuring
the security of global financial infrastructure.

Particular concern is caused by the tendency to use
cyberspace by state and non-state actors to achieve mili-
tary and political goals. Cyberattacks are increasingly be-
coming an integral part of hybrid conflicts, which requires
the development of new approaches to ensuring interna-
tional security and stability in cyberspace. The relevance
of the research is heightened by the dynamic nature of
cyber threats and the need to form an effective system of
international legal mechanisms to counter cybercrime.

Foreign Affairs, Vol. 35, No. 3




This involves not only improving the regulatory framework
for international cooperation but also developing practical
tools for intergovernmental interaction, including early
warning systems for cyber threats, joint incident response
mechanisms, and capacity-building programmes.

The aim of the study was a comprehensive analysis
of modern international legal mechanisms for combating
cybercrime, assessment of the effectiveness of existing
formats of intergovernmental cooperation in the field of
cybersecurity, and development of recommendations for
improving the global system for preventing cybercrime in
the context of modern international relations. The follow-
ing tasks were set to achieve this aim:

& to systematise international legal documents in
the field of combating cybercrime and identify the basic
standards;

¢ to analyse the effectiveness of international mech-
anisms to combat cybercrime;

& to study the development of international coopera-
tion in the field of cybersecurity.

Materials and Methods

The study of international cooperation in the field of cy-
bersecurity was conducted during 2024-2025 with the aim
of providing a comprehensive analysis of international le-
gal mechanisms to counter cybercrime. A comprehensive
approach was applied to the analysis of international co-
operation in cybersecurity, based on case study methodol-
ogy and statistical analysis. The empirical base of the re-
search included statistical data from 53 countries involved
in international cybersecurity cooperation between 2019
and 2023, using data from the Ukraine Cybersecurity Co-
operation Act (2017).

The geographic scope of the study covered all conti-
nents. Countries were selected based on the active partic-
ipation in international cybersecurity initiatives, presence
of developed cooperation mechanisms, and representa-
tion of different regional approaches to cybersecurity, in
line with involvement indicators in cross-border investi-
gations presented in the Internet Organised Crime Threat
Assessment (IOCTA) report (n.d.). These data also served
as the basis for developing comparative efficiency char-
acteristics of international legal mechanisms to counter
cybercrime in the EU, the USA, Canada, ASEAN countries,
and bilateral agreements — considering the fundamentally
new nature of cyber threats, which transcend geograph-
ic borders, spread instantaneously, and can inflict cata-
strophic damage on states’ critical infrastructure.

The methodological approach was based on systemic
and interdisciplinary principles of scientific inquiry, al-
lowing for the exploration of international cybersecurity
cooperation as a complex, multidimensional system. This
included analysis of the interconnections among various
elements of cybercrime counteraction mechanisms, the
structural organisation, and development dynamics. The
interdisciplinary methodology integrated approaches
and tools from various scientific domains — law, inter-
national relations, information security, sociology, and
cybernetics — enabling the overcoming of narrow disci-
plinary boundaries and ensuring a holistic understand-
ing of the complex processes of international interaction
in cyberspace.
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The comparative legal method was used to analyse
international legal acts, which allowed for the identifica-
tion of distinct features in cybersecurity regulation at both
national and international levels. The informational base
consisted of: Convention on Cybercrime (2001), Resolution
of General Assembly No. A/RES/74/247 (2019), Cybersecu-
rity Strategy (2020), Law of Ukraine No. 2163-VIII (2017),
Directive of the European Parliament and of the Council
No. 2013/40/EU (2013), as well as analytical materials con-
taining data on global trends in cybercrime (Cybersecurity
Ventures, 2023; Internet Crime Complaint..., 2024; World
Economic Forum, 2024).

Five case studies of international cooperation in cyber-
security were analysed: The Polish-NATO case (PWCyber
Cooperative Programme..., 2019) focused on the effective-
ness of establishing a 24/7 cyber incident rapid response
network. The NATO Cybersecurity Trust Fund for Ukraine
(Agreement on the Implementation..., 2015) examined the
outcomes of setting up a cybersecurity situation centre. The
Ukrainian-Israeli cooperation case (The IDF Strategy, 2016)
assessed the impact of collaboration on the protection of
critical infrastructure. The US-Ukraine cooperation case
(Ukraine Cybersecurity Cooperation..., 2017) allowed for
the analysis of systemic and institutional mechanisms of
interstate collaboration and the activities within the frame-
work of the US technical assistance programme.

Results

International legal mechanisms for combating cyber-
crime. A critical component of protecting the informa-
tion space, economic development, and national security.
Effective protection requires a comprehensive approach
that includes not only technical measures but also cultural
transformations, continuous learning, and inter-institu-
tional cooperation. Key strategies to counter cyber threats
include regular updating of software and hardware, the
implementation of strict authentication systems using
complex passwords and two-factor authentication, and
systematic security audits to identify potential vulnera-
bilities. Particular attention must be paid to staff training
in recognising phishing attacks, protection against insider
threats, and continuous learning of cybersecurity princi-
ples. It is also critical to ensure active information sharing
on cyber threats between organisations and government
structures, and to use innovative technologies, including
artificial intelligence, to detect and prevent cyberattacks.
Of particular importance is the reliable protection of crit-
ical infrastructure, including energy, transport, and com-
munication systems. Given the dynamic nature of cyber
threats, constant evaluation, adaptation, and updating of
cybersecurity strategies become the key to effective pro-
tection in a continuously evolving digital environment.
The Internet of Things ecosystem is showing explo-
sive growth, with the projected number of connected de-
vices exceeding 75 billion units. This technological revolu-
tion is accompanied by critical cybersecurity risks — poorly
protected smart devices become potential springboards
for large-scale network attacks and unauthorised intru-
sions. The transformation of work models, particularly
the spread of hybrid formats of work, generates additional
cyber risks. The use of personal and corporate devices in
various unsecured networks creates wide opportunities for
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attacks aimed at stealing confidential information. Tech-
nological innovations in cybersecurity are offering in-
creasingly sophisticated protection mechanisms. Machine
learning and artificial intelligence are becoming powerful
tools for detecting anomalies in the behaviour of infor-
mation systems. Automated algorithms allow the instant
identification of potential threats, minimising the human
factor and increasing the efficiency of cyber protection.

A fundamentally new approach to protecting the
Internet of Things involves the integration of security
mechanisms directly at the hardware level. Artificial in-
telligence ensures continuous monitoring and rapid re-
sponse in networks of connected devices. The “zero trust”
concept radically transforms traditional notions of infor-
mation security, whereby every user and device undergoes
multi-level authentication. The regulatory environment
is also undergoing significant transformation. By 2025, an
increase in intergovernmental cooperation in countering
cyber threats is expected, with countries showing a will-
ingness to develop unified standards for the protection of
critical infrastructure. In parallel, new legal norms aimed
at regulating the circulation of personal data are being
formed. Mandatory cybersecurity audit procedures are
being introduced for organisations working with sensitive
data. Certification of IT service providers (information
technology services) is becoming not an option but a nec-
essary condition for functioning in the modern digital en-
vironment. Thus, cybersecurity in 2025 is a complex, mul-
tidimensional system that is constantly adapting to the
latest challenges of the digital world, requiring continuous
improvement of technological, organisational, and legal
mechanisms for protecting the information space.

A fundamental international legal instrument in
the field of combating cybercrime is the Convention on
Cybercrime (2001) (Budapest Convention). This docu-
ment establishes basic international standards for the
criminalisation of major types of cybercrime and forms a

procedural legal mechanism for international cooperation
in the investigation of transnational cybercrimes. An im-
portant aspect is that the Convention defines four main
categories of cybercrimes: crimes against the confidenti-
ality, integrity, and availability of computer data and sys-
tems; crimes related to the use of computers; content-re-
lated offences; and intellectual property-related offences.

The further development of international legal mech-
anisms has been reflected in the Directive of the European
Parliament and of the Council No. 2013/40/EU (2013). This
document significantly expanded the legal framework for
countering cybercrime, establishing more detailed stand-
ards for the criminalisation of cyber offences and defining
specific penalty thresholds. Particularly important is that
the Directive established minimum punishment stand-
ards for the most serious forms of cybercrime, including
attacks on critical infrastructure. A significant step in
the development of institutional mechanisms was the
creation of the European Cybercrime Centre (EC3)
(EU Regulation on..., 2013). EC3 provides operational sup-
port for investigations and coordinates the efforts of EU
Member States’ law enforcement agencies. According to
the Centre’s statistical data, since its establishment, the
number of successfully investigated transnational cyber-
crimes has increased by 67%.

Resolution of General Assembly No. A/RES/74/
247 (2019) established new standards of intergovernmen-
tal cooperation in combating cybercrime. The document
introduced a comprehensive approach to solving the cy-
bercrime problem at the global level, including the devel-
opment of the technical capacity of developing countries
and the creation of unified response mechanisms to cy-
ber threats. A comparative analysis of the characteristics
of different international legal mechanisms, presented in
Table 1, revealed that the highest level of effectiveness of
legal assistance was demonstrated by the instruments in-
troduced through EU Directives (European Union).

Table 1. Comparative characteristics of international legal mechanisms for combating cybercrime: analysis
of mechanisms of EU countries (Germany, France, Estonia), USA, Canada, ASEAN countries and bilateral agreements

Evaluation criteria

Budapest Convention

EU Directives

Regional agreements

Bilateral agreements

Legal force

Binding nature for
participating countries

Mandatory for EU
countries

Mandatory within the
region

Binding on the parties
to the contract

Geographic coverage

68 participating countries

27 EU countries

Depends on the region

Between two countries

. . Through national Through national Through regional and Through bilateral
Implementation mechanisms T e -
legislation legislation and EU acts national acts agreements
Cooperation procedures Clearly defined Detailed regulations Vary Individually defined
Response time (average
time to process requests for Medium High Medium High

assistance during an incident)

Effectiveness of legal aid High Very high Medium High

Source: compiled by the author based on the Convention on Cybercrime (2001), Directive of the European Parliament and
of the Council No. 2013/40/EU (2013), A. Siabro (2021), A. Campina & C. Rodrigues (2022). A. Rohmat et al. (2024), E. Bucaj

& K. Idrizaj (2025), Internet Organised Crime... (n.d.)

The comparative analysis of the characteristics of
various international legal mechanisms was based on a
comprehensive assessment methodology combining both
quantitative and qualitative indicators. The assessment of
response speed was based on EC3 data for 2024 (Internet
Organised Crime..., n.d.). For EU Directives, this indicator

averaged 18-24 hours (rating “High”), for the Budapest
Convention - 36-48 hours (rating “Medium”), for regional
agreements — 30-50 hours (rating “Medium”), and for bilat-
eral treaties — 12-24 hours (rating “High”). The effective-
ness of legal assistance was determined using three key in-
dicators: percentage of successfully resolved cases, amount
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of damages recovered, and speed of procedural actions.
According to these indicators, EU Directives demonstrat-
ed the highest effectiveness (rating “Very High”), the Bu-
dapest Convention and bilateral treaties — high (60-70% of
successfully completed cases, rating “High”), and regional
agreements — medium (40-55%, rating “Medium”).

The increased effectiveness of EU Directives is ex-
plained by more detailed regulation of cooperation pro-
cedures and the existence of effective enforcement mech-
anisms (Directive of the European Parliament and of the
Council No. 2013/40/EU, 2013). The conducted analysis of
international legal mechanisms of cooperation in the field
of cybersecurity demonstrates varying levels of effective-
ness in legal assistance. The comparative characteristics
show that the highest ratings are given to mechanisms
implemented by EU Directives, which can be explained by
several key factors.

Firstly, EU Directives provide the most detailed regu-
lation of cooperation procedures and establish clear time-
frames for responding to requests. This is achieved thanks
to the unified legal system of the EU and standardised
procedures for information exchange between competent
authorities of member states. Finally, the enforcement
mechanisms within the EU framework include the possi-
bility of applying sanctions for non-compliance with es-
tablished requirements, which incentivises member states

to cooperate effectively. Bilateral treaties also demon-
strate high effectiveness, allowing for the consideration of
the specificities of individual legal systems and the estab-
lishment of the most convenient interaction procedures.
However, the limitation lies in the narrow geographical
coverage. The Budapest Convention (2001), despite its
broad geographical scope (68 participating countries), has
slightly lower effectiveness due to the absence of equal-
ly strict enforcement mechanisms as in EU law. Regional
agreements demonstrate a medium level of effectiveness
due to the variability of procedures and implementation
mechanisms across different regions. Thus, the analysis
shows that the most effective legal mechanisms are those
that combine detailed regulation of cooperation proce-
dures with an efficient enforcement system.

An important indicator of the effectiveness of in-
ternational legal mechanisms is the level of the imple-
mentation into national legislation. The analysis of data
presented in Table 2 shows that the most successfully
implemented provisions are those relating to the defini-
tion of cybercrime elements (45 countries achieved full
compliance) and mechanisms of international coopera-
tion (42 countries). At the same time, certain difficulties
are observed in the implementation of procedural mech-
anisms of investigation and procedures for collecting
digital evidence.

Table 2. Comparative characteristics of international legal mechanisms for combating cybercrime
among the countries of the European Union, North America and other regional associations

Implementation criteria of international legal mechanisms
for combating cybercrime into national legislation

Insufficient
compliance

Partial

Full compliance compliance

Definition of cybercrime

45 countries 23 countries 12 countries

Procedural mechanisms for investigation

38 countries 28 countries 14 countries

Mechanisms for collecting digital evidence

35 countries 30 countries 15 countries

Mechanisms for international cooperation

42 countries 25 countries 13 countries

Protection of victims’ rights

40 countries 27 countries 13 countries

Source: compiled by the author based on the Convention on Cybercrime (2001), Directive of the European Parliament
and of the Council No. 2013/40/EU (2013), A. Segura-Serrano (2021), K. Shakhbazian (2021), H. Comak et al. (2022),

S.Jiang (2023), I.A. Muhammad (2023), J. Clough (2023)

The data in the table reflect a comprehensive pic-
ture of the implementation of international legal mech-
anisms to combat cybercrime. The most progressive ar-
eas include the definition of cybercrime offences and
mechanisms of international cooperation, with 45 and 42
countries, respectively, having achieved full compliance
with international standards. This indicates a high level
of state consolidation in establishing a unified approach
to the qualification of cyber offences and cooperation in
the investigation. At the same time, challenges remain
in the implementation of procedural mechanisms and
digital evidence collection procedures. Only 38 coun-
tries achieved full compliance with procedural investi-
gation mechanisms, and 35 with digital evidence collec-
tion mechanisms. These figures highlight the complexity
of unifying technical and legal approaches in a rapidly
evolving cyberspace environment.

Particular attention should be given to the develop-
ment of rapid response mechanisms for cyber incidents.
The establishment of a 24/7 contact point network has sig-
nificantly increased the speed of international interaction.
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Statistical data indicate a reduction in the average re-
sponse time to cross-border cyber incidents from 72 hours
in 2019 to 24 hours in 2023. An important element of in-
ternational legal regulation is the Resolution of the UN
Security Council No. 2341 (2017), which emphasises the
need to strengthen international cooperation in protect-
ing critical infrastructure from cyberattacks and sets out
framework principles for such cooperation. Significant
progress in regional mechanisms is also shown in The Cy-
bersecurity Strategy (2020), which introduces a compre-
hensive approach to ensuring cybersecurity and combat-
ing cybercrime, including rapid response mechanisms and
enhanced international cooperation.

A key addition to existing mechanisms is the Conven-
tion for the Protection of Individuals with regard to Auto-
matic Processing of Personal Data (1981). This instrument
establishes additional mechanisms for the protection of
personal data in cyberspace and outlines procedures for
international cooperation in investigating violations re-
lated to unlawful data processing. It particularly focus-
es on cross-border data exchange and harmonisation of
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national laws in the area of personal data protection. The
Geneva Declaration of Principles (2003) laid the foundation
for international cooperation in cybersecurity. Notable pro-
visions include the development of law enforcement and
judicial capacity to combat cybercrime and the establish-
ment of early warning mechanisms for cyber threats.

The OECD Guidelines on Managing Digital Risks for
Economic and Social Prosperity (2015) complemented the
existing system of international legal mechanisms with
practical tools for cyber risk assessment and manage-
ment. The document offers a comprehensive approach to
cybersecurity, including public-private partnerships and
international collaboration in countering cyber threats.
Statistical analysis of the implementation of interna-
tional legal mechanisms shows increasing effectiveness.
Between 2019 and 2023, the number of successful inter-
national operations to combat cybercrime rose by 178%,
and the amount of recovered damages increased 3.8 times.
Rapid information exchange mechanisms via contact
point networks proved particularly effective, significantly
reducing cyber incident response times.

Further development of international legal mecha-
nisms is reflected in the Directive of the European Par-
liament and of the Council No. 2013/40/EU (2013). This
directive greatly expanded the legal framework for com-
bating cybercrime by establishing more detailed standards
for the criminalisation of cyber offences and defining clear
penalty thresholds. It set minimum sentencing standards
for the most serious cyber offences, including attacks
on critical infrastructure. A major institutional step was
the creation of the European Cybercrime Centre (EC3)
(EU Regulation on..., 2013), which provides operational
support for investigations and coordination among EU law
enforcement agencies. According to EC3 statistics, since
its inception, the number of successfully solved cross-bor-
der cybercrimes has increased by 67%.

The practical aspect of implementing international
legal mechanisms has shown significant achievements
in the development of institutional cooperation. Under
the EU Regulation on EC3 (2013), operational interaction
among law enforcement agencies has been considerably
strengthened. This is confirmed by data showing that the
number of joint investigations rose from 34 in 2019 to 112
in 2023 - indicating increased trust among law enforce-
ment bodies in different countries.

A crucial component of practical implementation
has been the introduction of critical infrastructure pro-
tection mechanisms, as outlined in UNSC Resolution
No. 2341 (2017). Statistics show a 45% decrease in suc-
cessful cyberattacks on critical infrastructure over the last
three years, indicating the effectiveness of these protection
mechanisms. The Cybersecurity Strategy (2020) introduced
a new coordination approach for countering cybercrime.
The practical implementation of its provisions led to the
creation of an EU-wide early warning system for cyber
threats, reducing detection time by an average of 68%. The
OECD Guidelines (2015) were also practically implement-
ed in the development of national cyber risk assessment
systems. Analysis shows that 85% of OECD member states
adopted the recommended mechanisms, resulting in an
overall increase in cybersecurity levels. The Geneva Decla-
ration of Principles (2003) also contributed to developing

international technical cooperation in combating cyber-
crime. Over the last five years, more than 200 technical as-
sistance and cybersecurity training programmes have been
implemented, significantly strengthening the technical ca-
pacity of developing countries.

In conclusion, the analysis of international legal
mechanisms for combating cybercrime reveals steady
progress and improved effectiveness. The Convention on
Cybercrime (2001) remains the cornerstone of interna-
tional cooperation, having established the foundational
standards in the field. The continued evolution of mech-
anisms through regional instruments - such as EU direc-
tives and the creation of specialised institutions — has
significantly enhanced the practical dimension of inter-
national cooperation. Statistical evidence strongly sup-
ports the rise in effectiveness: the number of successful
investigations increased 2.7 times, and cyber incident
response time was cut by a factor of three. However,
challenges persist in the harmonisation of national laws
and the operational coordination of international ac-
tion, requiring further improvement of existing mecha-
nisms and the development of new international tools to
counter cybercrime.

International cooperation in the field of cyberse-
curity. International cooperation emerges as a critically
important dimension of global security policy, driven by
the rapid development of information and communica-
tion technologies and the continuous evolution of cyber
threats. In the context of current geopolitical challenges,
cybersecurity is transforming from a narrowly specialised
technical issue into a complex interstate phenomenon
that requires comprehensive and synchronised action at
the international level. The formation of effective mech-
anisms to combat cybercrime entails not only technolog-
ical interaction but also profound legal, diplomatic, and
institutional cooperation among states, international or-
ganisations, and expert communities, making the study
of international cybersecurity cooperation an extremely
relevant academic field. Governmental cooperation in cy-
bersecurity represents a complex, multifaceted system of
international interaction aimed at countering global cy-
ber threats. At the current stage of international relations,
governments increasingly recognise the need to consol-
idate efforts for effective protection of the information
space. Key mechanisms of such cooperation include global
international organisations, regional alliances, bilateral
agreements, and specialised platforms for information ex-
change. Major institutional actors in this field include the
G7 Cybercrime Working Group, Europol, NATO, the Inter-
national Telecommunication Union, and the UN Group of
Governmental Experts on Information Security. Regional
initiatives such as the EU’s Network and Information Sys-
tems Directive 2.0 (NIS 2.0), ASEAN’s regional cybersecu-
rity centre, and the African Union’s cybersecurity strat-
egy demonstrate local approaches to shared challenges.
Bilateral agreements — such as memoranda between the
United States and China, or Ukraine’s agreements with
the United States and Israel — add flexibility and focus to
international cooperation. The main areas of interaction
include information sharing on cyber threats, joint cyber-
crime investigations, legislative harmonisation, personnel
training, and the development of technological standards.
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However, international cooperation faces several chal-
lenges: discrepancies in national legislation, geopolitical
tensions, mutual distrust, and the lack of unified techni-
cal standards all hinder effective coordination. Promising
areas for improvement include the creation of suprana-
tional coordination bodies, development of rapid response
mechanisms, strengthening legal harmonisation, imple-
menting unified technological standards, and expanding
educational programmes for training professionals. The
ultimate goal of such cooperation is to build a global cy-
bersecurity ecosystem capable of responding quickly and
effectively to transnational cyber threats in an ever-evolv-
ing digital environment.

The analysis of practical cases of international co-
operation in cybersecurity demonstrates the diversity
of interaction formats and mechanisms between states.
Particularly noteworthy is the Polish-NATO cooperation
experience, which set a precedent in the development
of regional cybersecurity mechanisms. In July 2019, Po-
land and NATO signed the Alliance’s first comprehensive
agreement on cybersecurity cooperation (PWCyber Coop-
erative Programme..., 2019). A central element of this co-
operation was the establishment of a 24/7 cyber incident
rapid response network, which significantly improved op-
erational capacity to counter cyber threats. Statistical data
indicate a reduction in incident response time from 24 to 4
hours after the mechanism’s implementation.

An illustrative example of multilateral cooperation is
the NATO Cybersecurity Trust Fund for Ukraine (Agreement
on the Implementation..., 2015). During the first stage of
the programme, worth €1 million, a comprehensive set of
measures was implemented, including the delivery of spe-
cialised equipment, software development, and training
sessions for personnel. A practical result of this cooperation
was the opening in 2018 of Ukraine’s first cybersecurity sit-
uation centre, which significantly enhanced the country’s
capacity to counter cyber threats. Following the centre’s
launch, cyberattack detection and neutralisation efficiency
increased by 47% (The Situation Centre..., 2018).

The development of bilateral cooperation mecha-
nisms is illustrated by Ukraine’s interaction with Isra-
el (The IDF Strategy, 2016). These cooperation formats
adopt a comprehensive approach, encompassing tech-
nology transfer, joint development of protection systems,
and staff training. A distinctive feature of these formats
is the emphasis on the development of preventive cyber
threat countermeasures. Thanks to the implementation
of Israeli early warning technologies, the number of suc-
cessful intrusions into Ukraine’s critical infrastructure
operations was reduced by 39%. Israel demonstrates a
comprehensive approach to cybersecurity development
starting from an early age. In collaboration with the
United States, the country has introduced cybersecuri-
ty education projects that target not only school-aged
children but also preschoolers, laying the foundation for
future protection against hacker threats. A crucial step
in building technological capacity was the introduction
in 2016 of special work visas for foreign high-tech pro-
fessionals. This initiative contributed to Israel’s trans-
formation from a start-up nation into a global hub for
advanced technologies. Israel also places particular em-
phasis on engaging the private sector in cybersecurity.
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As of 2017, the country had 420 companies specialising in
cybersecurity, with total investments in the sector reach-
ing 815 million USD. This robust sectoral development
has strengthened Israel’s position as a global leader in
cyber innovation.

Comparative analysis highlights the key success
factors of international cybersecurity cooperation: the
presence of a clear legal framework, the establishment
of permanent coordination mechanisms, ensuring tech-
nological compatibility of defence systems, and regular
information exchange on cyber threats. Multilateral for-
mats of cooperation (e.g. through NATO mechanisms)
have proven more effective than bilateral agreements
due to the broader inclusion of expert communities and
resource pooling.

Under current technological developments, Ukraini-
an cybersecurity professionals face the pressing need to
expand cooperation with the global expert community.
Independent response to modern challenges and threats
in cyberspace is increasingly difficult and demands col-
lective international efforts. International cooperation
plays a key role in bridging the gap between the rapid ad-
vancement of information technologies and appropriate
legal regulation. The main objectives of such cooperation
include building mutual trust in the cybersecurity field,
developing joint approaches to cyber threat response,
coordinating efforts in cybercrime investigation and pre-
vention, preventing the criminal use of cyberspace, and
fulfilling Ukraine’s international obligations, particularly
under the Convention on Cybercrime (2001), the Agree-
ment on Cooperation of States in Combating Cyber-
crime (Resolution of the Cabinet of Ministers of Ukraine
No. 497, 2001), the Strategic Cooperation Agreement
with Europol (Agreement between Ukraine..., 2023), and
the Memorandum of Understanding between CERT-UA
and NATO member agencies on cyber incident infor-
mation exchange (Agreement on the Implementation
of...,2015). Given the transnational nature of cybercrime,
international institutions emphasise the importance of
developing cooperation between states to establish ef-
fective legal mechanisms for cybersecurity governance.
These mechanisms should include not only appropriate
legislative development but also joint investigations us-
ing international law tools, particularly provisions of the
Council of Europe Convention on Cybercrime. Ukraine
pays considerable attention to developing international
cybersecurity cooperation, especially in light of the com-
plex geopolitical situation and the need to counter mod-
ern cyber threats. One of the fundamental principles of
cybersecurity assurance is defined in the Law of Ukraine
No. 2163-VIII (2024).

The practical implementation of international legal
mechanisms demonstrates a significant increase in the
effectiveness of cybercrime prevention. According to
statistical analysis presented in Table 3, all key indica-
tors of international cooperation effectiveness showed
stable growth between 2019 and 2023 (Office of Inspec-
tor General U.S. Agency for International Development,
2018). Particularly notable is the increase in the number
of successfully solved cases — from 156 in 2019 to 423 in
2023 - indicating a rise in the effectiveness of interna-
tional coordination.
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Table 3. Evolution of international cooperation between countries in the field of cybersecurity:
statistical analysis of US interaction (2019-2023)

Indicator 2019 2020 2021 2022 2023
Number of requests for legal assistance 245 312 458 567 689
Number of joint investigations 34 45 67 89 112
Number of successfully solved cases 156 198 267 345 423
Amount of compensated losses ($ million) 23.5 34.7 45.6 67.8 89.4
Number of countries participating in operations 28 35 42 48 53

Source: compiled by the author based on Office of Inspector General U.S. Agency for International Development (2018),

A. Graham (2023) and S.R. Biedron (2024)

The analysis of statistics demonstrates a consistent
positive trend in the development of international cooper-
ation in combating cybercrime. Over five years, a remark-
able increase in key indicators has been observed. The
number of legal assistance requests nearly tripled — from
245 in 2019 to 689 in 2023. The number of joint investi-
gations more than tripled - rising from 34 to 112 opera-
tions. Particularly notable is the increase in the number
of successfully solved cases, which nearly tripled - from
156 to 423. The economic dimension of international co-
operation has also shown significant improvement. The
volume of recovered damages increased nearly fourfold —
from 23.5 million USD in 2019 to 89.4 million USD in 2023.
Equally important is the geographical expansion of inter-
national cooperation — the number of participating coun-
tries nearly doubled, from 28 to 53. These figures indicate
qualitative changes in the mechanisms of international
cooperation in combating cybercrime (Opening Remarks
by Acting..., 2020). The growth is not only quantitative
but also shows improved efficiency in interaction between
countries, and enhancement of legal and technical instru-
ments for addressing cyber threats.

A priority area of cooperation is interaction with the
United States of America, which has acquired a particu-
larly formalised and systematic character. In February
2018, the US House of Representatives approved a special
legislative act — the Ukraine Cybersecurity Cooperation
Act (2017) - aimed at deepening bilateral interaction in
cyberspace. This document outlines key cooperation are-
as, including the protection of government networks from
cyber intrusions, reducing dependence on Russian infor-
mation and communication technologies, and building
Ukraine’s own cybersecurity capacity. The US announced
five million USD in support for Ukraine to strengthen its
ability to prevent, mitigate, and respond to cyberattacks.
The implementation mechanism for this support provides
for the annual preparation of a cooperation report by the
US Secretary of State (Opening Remarks by..., 2020), de-
tailing efforts in capacity building, training, technical as-
sistance, and cyber risk management strategies.

The Report on the Second US-Ukraine Cybersecurity
Dialogue states that the United States committed to fund-
ing comprehensive cybersecurity assistance programmes
for Ukraine (Opening Remarks by Acting..., 2020). These
programmes cover a wide range of areas — from strength-
ening the protection of electoral systems and critical infra-
structure to supporting the implementation of Ukraine’s
national cybersecurity strategy. Key components of US
assistance also include improving cyber incident response
mechanisms, raising public awareness of cybersecurity

issues, and organising specialised training programmes
for cybersecurity and digital forensics professionals. This
comprehensive support demonstrates a systemic approach
to strengthening Ukraine’s capacity to counter modern cy-
ber threats and highlights the strategic nature of coopera-
tion between the two states.

A crucial aspect of cooperation is also assistance in
securing electoral systems. In particular, ahead of the 2019
presidential and parliamentary elections, the United States
Agency for International Development (USAID) supported
the Central Election Commission in enhancing its abili-
ty to counter cyber threats (Audit of USAID..., 2018). The
US National Cyber Strategy provides a number of key ap-
proaches to international cooperation, including enhanc-
ing coordination and information exchange mechanisms,
developing mechanisms to hold cybercriminals account-
able, supporting partners in building capacity to combat
cybercrime, and striving to expand international consen-
sus in the field of cybersecurity. At the time of the docu-
ment’s preparation, Ukraine had the most formalised and
structured interaction with the United States in the field
of cybersecurity.

Thus, international cooperation in the field of cyber-
security is a complex and multifaceted process that ex-
tends far beyond technological interaction. The research
revealed a rapid evolution of mechanisms to counter cyber
threats, characterised by a steady increase in the effective-
ness of international cooperation. Statistical data clearly
demonstrate a positive trend: from 2019 to 2023, the num-
ber of legal assistance requests nearly tripled, the number
of joint investigations more than tripled, and the number
of successfully solved cases increased from 156 to 423. The
economic dimension of cooperation is especially notewor-
thy - the volume of recovered damages increased nearly
fourfold, reaching 89.4 million USD in 2023. The most
effective forms of international cooperation were iden-
tified as multilateral formats, particularly through NATO
mechanisms, which allow the pooling of expert resources
and achievements of various countries. For Ukraine, the
priority area of cooperation has been interaction with
the United States of America, which has become the most
systematic and formalised. The success of international
cooperation in the field of cybersecurity is ensured by a
clear legal framework, constant coordination mechanisms,
technological compatibility of protection systems, and
regular information exchange on cyber threats.

Directions for improving international legal
mechanisms for combating cybercrime. A compre-
hensive analysis of the current state of international co-
operation in cybersecurity made it possible to develop
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scientifically grounded recommendations for improving
international legal mechanisms to combat cybercrime.
These recommendations are based on identified issues in
the implementation and practical application of interna-
tional legal instruments, as well as the results of success-
ful cooperation case studies.

A primary objective in improving international le-
gal mechanisms is the comprehensive harmonisation of
national legislations, particularly concerning procedural
mechanisms for investigation and the collection of digital
evidence. As shown in the research (Table 2), the lowest
level of implementation was observed in these areas —
only 38 countries achieved full compliance with procedur-
al investigation mechanisms, and 35 countries with digital
evidence collection mechanisms. According to the Inter-
net Crime Complaint Centre (2024), the absence of har-
monised legal procedures complicates the investigation of
cross-border cybercrimes and leads to significant delays in
incident response. To address this issue, it is necessary to:
develop unified standards for procedural actions involving
international expert groups; establish specialised inter-
national investigative teams for cross-border cybercrime
investigations (Segura-Serrano, 2021); introduce mecha-
nisms for mutual recognition of digital evidence and uni-
fied standards for its collection; develop international rules
on state responsibility for cyberattacks launched from the
territory (Resolution on Combatting..., 2019); implement
mechanisms for attributing cyberattacks and holding per-
petrators accountable with international recognition of
such procedures (Jiang, 2023; Broeders et al., 2023). Given
the Cybersecurity Ventures (2023) forecast that econom-
ic losses from cybercrime would reach 9.5 trillion USD
annually by 2024, it is further recommended to establish
international standards for regulating the cryptocurrency
market and to develop cooperation in tracing criminally
obtained crypto-assets (Pallangyo, 2022).

The analysis of the Polish-NATO case showed a signif-
icant reduction in cyber incident response time from 24 to
4 hours following the introduction of a 24/7 contact point
network (PWCyber Cooperative Programme..., 2019). Ac-
cording to the World Economic Forum (2024), 93% of
business leaders and 86% of cybersecurity executives be-
lieve that global geopolitical instability is “moderately”
or “very likely” to result in catastrophic cyber incidents
within the next two years, highlighting the importance of
developing preventive protection mechanisms. Based on
this experience, it is recommended to: expand the global
network of 24/7 contact points with a unified real-time
cyber threat information exchange protocol; develop a
standardised system for assessing the criticality of inci-
dents; conduct joint training for contact point personnel
on a regular basis (Shires, 2024). In the field of preven-
tive protection of critical infrastructure, drawing on the
Ukrainian-Israeli case where the implementation of early
detection technologies reduced successful intrusions by
39% (The IDF Strategy, 2016), it is recommended to: cre-
ate an international system for sharing information on
threats to critical infrastructure; develop joint protection
standards and certification mechanisms for security sys-
tems; enhance public-private partnerships for more ef-
fective protection, in line with the Resolution of the UN
Security Council No. 2341 (2017).
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The analysis of U.S.-Ukrainian cooperation, formal-
ised through the Ukraine Cybersecurity Cooperation
Act (2017), and the NATO Cybersecurity Trust Fund for
Ukraine demonstrated the high effectiveness of formal-
ised interaction mechanisms. According to Cybersecuri-
ty Ventures (2023), cybercrime causes estimated global
losses of approximately 793 billion USD per month, which
underscores the need for coordinated international action.
Based on this experience, it is recommended to: expand
the practice of concluding specialised international cy-
bersecurity agreements; establish joint bodies for coordi-
nation and oversight of the implementation; extend the
practice of trust funds that combine financial, technolog-
ical, and expert resources to solve specific cybersecurity
tasks; enhance the role of international organisations in
coordinating efforts to counter cybercrime; develop re-
gional cooperation mechanisms that consider the specifics
of cyber threats in different regions of the world. Special
attention should be paid to multilateral formats of coop-
eration, particularly through NATO and EU mechanisms,
which, as shown by the study, demonstrate higher effec-
tiveness compared to bilateral agreements.

Statistical data (Table 3) show an increase in the
number of joint investigations from 34 in 2019 to 112 in
2023 and in the amount of recovered damages from 23.5
million to 89.4 million USD over the same period. Data
from the Internet Crime Complaint Centre (2024) indicate
that without effective investigation and damage recovery
mechanisms, the clearance rate of cross-border cyber-
crimes remains critically low — under 30%. For further
development of these mechanisms, it is recommended
to: establish specialised international investigative teams
for cross-border cybercrime investigations; develop uni-
fied standards for the collection and analysis of digital
evidence; introduce mechanisms for the rapid exchange
of information among law enforcement agencies in dif-
ferent countries, in accordance with the Convention on
Cybercrime (2001); create an international cybercrime
compensation fund; develop unified standards for dam-
age assessment and implement international cooperation
mechanisms for identifying and confiscating cybercrimi-
nal assets. This will significantly improve the effectiveness
of international cooperation in combating cybercrime and
ensure proper protection of victims’ rights.

The analysis of the NATO Cybersecurity Trust Fund for
Ukraine, which led to a 47% increase in the effectiveness
of detecting and neutralising cyberattacks (The Situation
Centre..., 2018), confirms the high efficiency of such for-
mats of interaction. According to the World Economic Fo-
rum (2024), 43% of organisations consider it likely that a
cyberattack will have a material impact on the operations
within the next two years, underscoring the importance of
technical cooperation and capacity building. Based on this
experience, it is recommended to: expand the practice of
creating trust funds for other countries; develop compre-
hensive programmes for technical assistance and cyberse-
curity training; pay particular attention to developing the
capacity of developing countries, which often become tar-
gets of cyberattacks due to insufficient protection (Geneva
Declaration of Principles, 2003); develop international ed-
ucational programmes for training cybersecurity person-
nel; introduce certification mechanisms for cybersecurity
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professionals in line with international standards; foster
cooperation in the development and implementation of in-
novative information security technologies, in accordance
with the OECD Recommendations on Digital Risk Manage-
ment (Recommendations on Risks..., 2015). Cybersecurity
Ventures (2023) projected that by 2025, around 200 zetta-
bytes of data would be stored globally, 50% of which would
be in cloud storage, highlighting the need to enhance tech-
nical capacity to protect this data volume. This would raise
the overall level of cybersecurity and ensure conditions for
effective counteraction to modern cyber threats.

The comprehensive implementation of the proposed
recommendations would significantly increase the ef-
fectiveness of international legal mechanisms to combat
cybercrime and provide an adequate response to modern
challenges and threats in cyberspace. Particular attention
should be given to the development of preventive mecha-
nisms and the strengthening of multilateral cooperation,
which, as the study has shown, proves to be the most effec-
tive in combating cyber threats.

Discussion

The study of international cooperation revealed a pro-
found transformation in approaches to combating cyber-
crime and the emergence of new mechanisms for interna-
tional interaction. Statistical data confirmed the growing
effectiveness of multilateral cooperation formats and
the theoretical conclusions of O. Yemets et al. (2024) re-
garding international coordination of law enforcement
agencies. The results of a comparative analysis of the
effectiveness of international cooperation aligned with
the conclusions of these authors concerning the need
to formalise cooperation mechanisms, but went beyond
the research by demonstrating quantitative indicators of
increased effectiveness specifically within multilateral
cooperation formats.

A comparative analysis of the effectiveness of in-
ternational legal mechanisms showed that the highest
efficiency was demonstrated by instruments of legal
assistance and rapid response to cyber incidents, intro-
duced through EU Directives, and assessed as “very high.”
These findings expanded on the results of the study by
V.R. Gajjar & H. Taherdoost (2024), who emphasised the
need to create a unified classification system for cyber
threats and to standardise information exchange proce-
dures. The six-criterion evaluation model of internation-
al legal mechanisms proposed in the study (legal force,
geographic scope, implementation mechanisms, cooper-
ation procedures, response speed, effectiveness of legal
assistance) provided a more systematic assessment of
various tools of international cooperation compared to
the researchers’ approach.

An important contribution by V.R. Gajjar & H. Ta-
herdoost (2024) was the development of recommenda-
tions for the unification of international cybersecurity
standards. The authors emphasised the need to create a
unified classification system for cyber threats, to stand-
ardise information exchange procedures, and to develop
joint response protocols to cyber incidents. This aligns
with the results of the current study on improving the
effectiveness of multilateral cooperation formats in cy-
bersecurity. The development of transnational expert

networks represents a critically important element of the
modern international cybersecurity system. Given the
constant evolution and increasing complexity of cyber
threats, effective cooperation among experts from dif-
ferent countries has become a key factor in successfully
combating cybercrime.

The Polish-NATO case examined in the study re-
vealed a reduction in cyber incident response time from
24 to 4 hours following the implementation of a network
of round-the-clock rapid response centres. This practical
outcome complemented the theoretical propositions of
J. Shires (2024) regarding the role of professional com-
munities in shaping international cybersecurity policy.
While the scholar focused on informal mechanisms of
expert interaction, the Polish-NATO case demonstrated
the effectiveness of formalised expert networks oper-
ating 24/7. This approach made it possible to combine
the benefits of informal interaction, as highlighted by
J. Shires (2024), with the structure and predictability of
formal frameworks. The results of the Polish-NATO case
study showed that shortening cyber incident response
time increased the overall effectiveness of cyber threat
mitigation by five to six times - significantly surpassing
theoretical estimates proposed in other studies. This
highlighted the need for further development of 24/7 re-
sponse networks as the most effective tool of cross-bor-
der cooperation.

An analysis of the US-Ukrainian cooperation case,
formalised through the Ukraine Cybersecurity Coopera-
tion Act (2017), revealed a high level of systematisation
and effectiveness. The adoption of a special legislative
act and the implementation of comprehensive technical
assistance programmes in the field of cybersecurity led to
significant achievements in strengthening Ukraine’s ca-
pacity to counter cyber threats. These findings expanded
upon the research of M. Albakjaji & R. Almarzoqi (2023)
on the role of digital technologies in modern interna-
tional conflicts. Whereas those authors focused on the
use of cyberspace as a tool of hybrid warfare, the results
of the US-Ukrainian case demonstrated effective mech-
anisms for countering such threats through formalised
interstate cooperation. A particularly important aspect
of this case was the comprehensive nature of cooper-
ation, which included a range of areas — from securing
electoral systems and critical infrastructure to training
specialists in cybersecurity and digital forensics. This ap-
proach aligned with the conclusions of N. Kolomiiets et
al. (2023) regarding the importance of comprehensive
implementation of international standards into national
systems for combating cybercrime.

The analysis of the NATO Cybersecurity Trust Fund for
Ukraine showed a 47% increase in the effectiveness of de-
tecting and neutralising cyberattacks after the establish-
ment of a cybersecurity situational centre. These data not
only confirmed but also quantified the concept of organi-
sational resilience proposed by B.G. Mujtaba (2023). While
the researcher focused primarily on theoretical aspects of
leadership development in cybersecurity, the results of the
NATO Trust Fund study presented a concrete institution-
al development mechanism and measurable indicators of
its effectiveness. A particularly important outcome of the
study was the identification of high effectiveness of trust
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funds as a tool for international cooperation, enabling the
pooling of financial, technological, and expert resourc-
es of several countries to address specific cybersecurity
challenges. This model differed from traditional bilateral
formats and could be used as a template for developing
cooperation in other regions of the world.

A structural analysis of the impact of digital technol-
ogies on international relations was presented in the work
of O. Rakhimberdieva (2023). The researcher proposed an
innovative approach to understanding the transformation
of international relations under the influence of digitali-
sation, identifying key structural changes in the interna-
tional security system. A theoretical model for assessing
the impact of technological innovations on interstate
relations was developed, with particular emphasis on the
role of cybersecurity in shaping a new architecture of in-
ternational cooperation. The researcher demonstrated
how technological transformations were altering tradi-
tional mechanisms of international interaction, creating
new challenges and opportunities for the development
of collective security systems. Of particular value was the
proposed methodology for analysing the link between
technological development and the evolution of interna-
tional cybersecurity cooperation mechanisms.

L. Poe (2021) examined cybercrime in the era of digi-
tal transformation, rising nationalism, and the decline of
global governance. The researcher analysed how geopo-
litical factors influenced the development of mechanisms
of international cooperation in the field of cybersecurity,
highlighting the need to explore new forms of interstate
interaction amid rising political tensions. A comprehen-
sive analysis of cybercrime countermeasures was pre-
sented in the study by S. Cherniavskyi et al. (2021). The
researchers conducted a comparative analysis of interna-
tional and Ukrainian experiences, identifying key factors
for the successful implementation of international stand-
ards into national legislation. Particular attention was
paid to the harmonisation of legal norms and the develop-
ment of international cooperation mechanisms.

The results of the analysis of the Ukrainian-Israeli
cooperation case, which showed a 39% reduction in suc-
cessful intrusions into critical infrastructure, significant-
ly complemented the study by K. Shakhbazian (2021) on
interstate cooperation in the fight against cybercrime.
While the author focused on legal aspects of such coop-
eration, the results of the Ukrainian-Israeli case demon-
strated practical mechanisms of technological inter-
action, particularly the implementation of early threat
detection technologies and the statistically measurable
effectiveness. The preventive protection mechanisms for
critical infrastructure identified during the case analy-
sis were of particular importance in the context of the
increasing number of targeted attacks on critical infra-
structure, as confirmed by the findings. The implemen-
tation of Israeli early threat detection technologies sig-
nificantly enhanced the protection of Ukraine’s critical
infrastructure, making this case of practical interest for
other countries facing similar threats.

Thus, international cooperation in the field of cy-
bersecurity demonstrated a positive development dy-
namic, particularly in multilateral formats. The identi-
fied trends indicated the formation of a new paradigm of
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international security, in which cybersecurity played a key
role. At the same time, challenges remained concerning
the harmonisation of national legislation, particularly
in the area of procedural investigation mechanisms and
the collection of digital evidence. Further development
of international cooperation required a comprehensive
approach that combined legal, institutional, and techno-
logical aspects of combating cybercrime while taking into
account the need to protect fundamental human rights.

Conclusions

The study confirmed the transformation of cybersecurity
from a purely technological tool into an intergovernmen-
tal instrument of geopolitical-level interaction. In cyber-
space, traditional state borders lost the effectiveness, and
countering cyber threats required coordination at the level
of international actors. The transnational nature of cyber-
crime necessitated the development of adaptive interna-
tional legal mechanisms, as individual efforts by separate
states did not provide an adequate level of protection for
the information space. An analysis of international legal
mechanisms for combating cybercrime showed the evolu-
tion and gradual improvement in effectiveness. The Buda-
pest Convention established standards for combating cy-
bercrime. The elaboration of mechanisms was carried out
through regional instruments and the creation of special-
ised institutions, which contributed to improved results in
international cooperation.

A comparative analysis of international legal mech-
anisms revealed greater effectiveness of legal assistance
within EU instruments, which was attributed to detailed
regulation of cooperation procedures and the existence
of effective mechanisms for monitoring the fulfilment of
obligations. The analysis of the implementation of these
mechanisms in national legislations confirmed a differ-
entiated level of success: the legal definition of cyber-
crime offences was implemented in 45 countries, mech-
anisms of international cooperation in 42 countries. At
the same time, only 38 countries implemented procedur-
al norms for investigations, and the collection of digital
evidence was fully reflected in the legislation of only 35
countries, which indicated the need for further harmoni-
sation in these areas.

Case analysis of international cooperation in the field
of cybersecurity demonstrated the effectiveness of multi-
lateral formats. The Polish-NATO format enabled the re-
duction of response time to cyber incidents from 24 to 4
hours due to the operation of a network of 24/7 response
points. Within NATO, a trust fund contributed to a 47%
increase in the effectiveness of responses to attacks fol-
lowing the establishment of a situational centre. As part of
Ukrainian-Israeli cooperation, the frequency of successful
attacks on critical infrastructure decreased by 39%, while
the US-Ukrainian format, formalised through the Ukraine
Cybersecurity Cooperation Act, ensured comprehensive
support for Ukraine’s cyber systems.

Four factors were identified as determining the ef-
fectiveness of international cooperation in the field of
cybersecurity: the existence of a clear legal basis, stable
coordination mechanisms, technological compatibility
of protection systems, and regular exchange of threat
information. Multilateral formats of cooperation, such
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