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Abstract. The relevance of this research is determined by the growing global trend towards strengthening state control over
the digital sphere, which finds clear expression in the digital policies of authoritarian regimes. The aim of the study was to
analyze the features of the implementation of digital sovereignty policies in the Kingdom of Saudi Arabia and the Islamic
Republic of Iran, as well as to assess their impact on international legal norms and the global Internet governance system.
The research methodology was based on normative legal analysis, case studies of national digital autonomy strategies, and
examination of institutional behaviour within global internet governance forums. The study established that Iran and the
Kingdom of Saudi Arabia (KSA) have implemented different in form but similar in authoritarian essence models of digital
sovereignty, which entail centralised control over internet infrastructure, data localisation, and restrictions on access to
global content. It was found that Iran has developed an isolationist model of digital autonomy, based on the creation of a
National Information Network, traffic segmentation, and the blocking of international resources, whereas KSA integrated
mechanisms of digital control into its broader state techno-economic development strategy within Vision 2030, combining
them with engagement of Western technology partners. Systematic restrictions on digital human rights were documented in
both countries, in particular freedom of expression, access to information, and privacy, which contravene the international
legal obligations of states. It was further established that Iran and KSA pursue deliberate policies aimed at influencing global
internet governance processes — in particular, through participation in intergovernmental formats, promoting concepts of
digital sovereignty, and contesting universal principles of an open Internet. The study also revealed the structural weakness
and fragmentation of international regulatory responses: absence of coherent mechanisms for holding states accountable,
limited mandates of global institutions, and low effectiveness of multilateral forums in constraining authoritarian
fragmentation of the digital sphere. The practical significance of the research lies in formulating recommendations for
international institutions on safeguarding the unity of the digital domain and curbing authoritarian internet fragmentation
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Introduction

Digital sovereignty increasingly emerges as a central vector
of national cyber policy, encompassing security, techno-
logical, and legal dimensions. In the case of the Kingdom
of Saudi Arabia (KSA) and the Islamic Republic of Iran, this
concept has assumed the form of an ideologised response
to the challenges of the global internet architecture, per-
ceived as vulnerable to external influence and incompat-
ible with autocratic models of digital governance. In this
context, tension arises between universalist norms of in-
ternational law — particularly human rights, cross-border
information flows, and multistakeholder governance — and
the aspiration of national governments towards normative
isolation. This dynamic requires critical reflection on the
limits of legal pluralism in the global digital sphere and on

the capacity of the international community to formulate
an effective response to new forms of digital authoritari-
anism. In M.L. Mueller’s (2020) study, digital sovereignty
was examined as a complex phenomenon that challenged
the traditional understanding of sovereignty linked to ter-
ritory and supreme authority. The author stressed that in
cyberspace, power and territoriality were disaggregated,
making the application of classical sovereignty concepts to
the digital domain problematic. At the same time, he anal-
yses how various states, particularly authoritarian regimes,
employ ideas of digital sovereignty to legitimise internet
control and isolation from global digital flows. The article
also highlighted the geopolitical struggle for control of cy-
berspace, where concepts of cyber sovereignty reflect the
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interests of major powers, and discussed an alternative
model of global commons as a potential basis for interna-
tional regulation of the Internet. This approach challenges
traditional notions of sovereignty and opens up new per-
spectives for understanding digital autonomy in the con-
text of global transformation. A similar line of reasoning
is continued by O. Taldykin (2024), who, analysing various
types of sovereignty, emphasised that the policy of “virtual
sovereignty” is increasingly employed as a tool of domestic
political control, challenging international legal mecha-
nisms for the protection of freedom of expression.

A comparative analysis of digital isolation conducted
by H. Kleshnia (2022) identified restrictions on access to
global platforms as a manifestation of a simulative reality,
in which the state constructs its own information space.
In this context, the creation of localised network struc-
tures appears not only as a technical measure but also
as a cultural-political response to the perceived threat of
digital chaos. The study demonstrates that such isolation
engenders fragmentation of social reality along the log-
ic of postmodernism, wherein simulacra substitute open
communication. This enables the interpretation of the
internet sphere in authoritarian states as a closed model
of virtual existence, governed less by technological imper-
atives than by cultural and ideological ones. In the study
by A. Gul et al. (2021), the digital policy of KSA is analysed
in the context of its regional rivalry with Iran. The authors
stress that investments in data centres and regulatory
restrictions on global platforms are not only elements of
digital transformation but also instruments for reinforcing
state control. Such a policy is framed as part of a broader
strategic antagonism that permeates not only the mili-
tary and diplomatic spheres but also the digital domain.
This allows digital sovereignty to be considered as a new
dimension of rivalry between KSA and Iran. A. Al-Ra-
wi (2021) examined KSA’s digital policy as a tool for achiev-
ing “digital sovereignty” through investments in local data
centres and restrictions on access to transnational plat-
forms. The author emphasised the dual character of such a
policy — simultaneously supporting digital transformation
and strengthening state control over information flows.
He analyses cyberattacks and digital surveillance in Arab
states as forms of vertical political pressure on opposi-
tion-minded citizens. In this context, Saudi digital sov-
ereignty acquires not only an economic or technological
dimension but also becomes an element of repressive cy-
ber policy. At the same time, horizontal (interstate) cyber-
attacks demonstrate that regional actors, including KSA,
employ cyber instruments as part of strategic rivalry. A
critical evaluation of the normative compatibility of such
practices with international law is provided in the study
by M. Sexton & E. Campbell (2020), which raises the issue
of the legitimacy of restricting cross-border data flows in
light of the International Covenant on Civil and Political
Rights. The authors argue that the policy of internet seg-
mentation pursued by Middle Eastern states contradicts
universally recognised human rights principles. The study
by O.A. Panchenko et al. (2020) focused on the domestic
political consequences of digital sovereignty, particular-
ly its impact on civil society. The authors underline that
under conditions of restricted access to global sources of
information, the digital space is transformed into a sphere

of censorship, where alternative views are excluded from
public discourse. In the study by A.A. Shaharuddin & M. I1-
ias (2024), the specific features of digital transformation
in Middle Eastern countries are analysed, demonstrating
a combination of technological modernisation with au-
thoritarian governance practices. The emphasis is placed
on the fact that, despite the development of digital entre-
preneurship, “smart city” initiatives, and the digitalisation
of government services, these processes are accompanied
by a deepening of digital inequality and an increasing level
of control over the information space. Digital sovereignty
policies in the region’s authoritarian states are shaped at
the intersection of the modernisation imperative and re-
pressive institutional practices. The problem of research
on digital sovereignty policies lies in the predominance of
analyses of European and North American models, while
the experience of Middle Eastern states remains only frag-
mentarily represented. The scholarly discourse pays insuf-
ficient attention to how authoritarian regimes, particular-
ly in KSA and the Islamic Republic of Iran, institutionalise
digital control through legislative regulation, state moni-
toring, and restrictions on global internet interaction. It
is underexplored how such practices correspond with in-
ternational legal standards in the fields of human rights,
cross-border data exchange, and internet infrastructure
governance. Equally under-researched are the conse-
quences of digital isolation policies for the effectiveness
of global multilateral internet governance. The purpose of
this study was to identify the specific features of digital
sovereignty policy implementation in KSA and the Islamic
Republic of Iran, as well as its impact on international law
and the system of global internet governance. To achieve
this goal, the following tasks were set: to analyse the nor-
mative legal foundations of digital sovereignty in KSA and
Iran; to identify the key technological and political instru-
ments of control over the digital sphere; and to assess the
challenges posed by digital isolation policies to multilat-
eral internet governance.

Materials and Methods

The study employed an interdisciplinary approach. The
analysis covered institutional foundations, legal and reg-
ulatory mechanisms, practices of digital control, and the
regulatory interaction of the mentioned states with glob-
al actors. The main focus was placed on the dynamics of
domestic policies regarding the protection of cyberspace,
personal data, the regulation of digital services, and the
restriction of information flows within the framework of
the data sovereignty concept. The research was conducted
from December 2024 to May 2025 in three stages: analyt-
ical systematisation of sources, empirical comparison of
regulatory approaches, and interpretation of internation-
al legal challenges. The source base of the study included
official legal acts, in particular the Anti-Cyber Crime Law
of Saudi Arabia (2007) and the Personal Data Protection
Law (2023). The analysis also incorporated normative doc-
uments such as the Law of Computer Crimes of the Islamic
Republic of Iran (2009) and the Supreme Council of Cy-
berspace (2022). Particular attention was paid to national
strategies such as the Resolution of the Supreme Coun-
cil of Cyberspace (2016) and Saudi Vision 2030 (2025). To
assess the impact of internet censorship on human rights
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in Iran, the United Nations Report (2022) was analysed.
Documents of the European Union on digital regulation
and materials reflecting transnational discussions were
also included, in particular the testimony of Deputy Sec-
retary Strickling before the U.S. Senate Committee on
Commerce, Science & Transportation (NTIA, 2015). The
research methodology was based on a combination of in-
stitutional analysis of digital governance systems and a
comparative approach. The institutional approach enabled
the reconstruction of the structure of digital normativity
in Iran and the Kingdom of Saudi Arabia, as well as the
identification of points of interaction with internation-
al standards. Using this approach, the structure of cyber
regulation was analysed, including the role of the Saudi
Data & AI Authority (SDAIA) and the National Informa-
tion Network. The comparative analysis was applied to
juxtapose the approaches of Iran and KSA regarding data
governance, control of information flows, and interaction
with global digital actors. Within the analytical framework
of the study, a typological approach was employed to ana-
lyse models of internet governance. In particular, the mul-
tistakeholder and state-centric models were examined as
representing two polar approaches in the global debate on
the distribution of power in the digital space. This choice
was determined by several factors. The mentioned models
embody extreme positions in the debates concerning the
regulatory role of the state and non-state actors, which
made it possible to clearly trace the legal and institutional
specificity of the selected cases.

Results and Discussion

Digital sovereignty is conceived as the capacity of a state
to independently determine policy regarding digital in-
frastructure, data, and cyberspace, without permitting
external interference. At the core of legal regulation of
the digital domain remains the classical internation-
al law of sovereignty, under which each state exercises
exclusive jurisdiction over events occurring within its
own territory. Within the digital context, this principle
is transformed into the right to control infrastructure,
data exchange, the activities of digital companies, and
access to content within national borders. At the same
time, the very nature of the internet, as a technology en-
abling global information exchange through transbound-
ary networks, collides with the territorial approach. In-
ternational law does not provide for a single universal
normative instrument that comprehensively regulates
internet governance. The absence of such a system re-
sult in a legal asymmetry between states, transnational
corporations, and international organisations. Some at-
tempts to formalise digital human rights have been un-
dertaken within the framework of the international hu-
man rights agenda, particularly through interpretation of
the International Covenant on Civil and Political Rights.
The United Nations (UN), within the framework of Gen-
eral Assembly Resolution 2200A (XXI) (1966), recognised
that the right to freedom of expression enshrined in Ar-
ticle 19 of the Covenant extends to digital communica-
tions. However, the specific mechanisms for implement-
ing this right under conditions of digital fragmentation
remain controversial. Key international actors demon-
strate divergent approaches to internet governance
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and digital sovereignty. The International Telecommu-
nication Union (ITU, n.d.), as a specialised UN agency,
supports the idea of intergovernmental regulation of the
digital sphere, which aligns with the interests of coun-
tries with authoritarian policies that advocate for the
dominant role of the state in cyberspace regulation. Sup-
port for the concept of “information sovereignty,” par-
ticularly by countries such as Iran or China, is based on a
model of centralised control, in which the International
Telecommunication Union is viewed as a legitimate ar-
biter of intergovernmental decisions. In contrast, the
Internet Corporation for Assigned Names and Numbers
(ICANN, n.d.), a private non-governmental organisation
headquartered in the United States, operates on the basis
of a multistakeholder governance model, where, along-
side states, private companies, the technical community,
and civil society organisations participate in policy de-
velopment (NTIA, 2015). Despite its declared openness,
this model has been criticised by states that consider it
non-transparent and dominated by Western interests. In
particular, Iran has repeatedly expressed distrust toward
ICANN’s institutional structure, referring to its depend-
ence on U.S. legal mechanisms (Mueller, 2017).

The United Nations (2021) called for ensuring the right
to access the Internet; however, it did not define specif-
ic legal norms regulating sovereignty in the digital space.
The reports of the UN Group of Governmental Experts on
Information Security are limited to general recommenda-
tions regarding state responsibility for behavior in cyber-
space, leaving unresolved the issues of the legitimacy of
digital restrictions, data localisation, or the use of nation-
al surveillance technologies. In this context, the policy of
digital sovereignty, as implemented by states with limited
political pluralism, remains beyond effective international
oversight. The European Union (EU) occupies an interme-
diate position, seeking to combine sovereign regulation of
digital infrastructure with adherence to the principles of
democratic governance. The concept of strategic auton-
omy in the digital sphere, enshrined in Regulation (EU)
2022/2065 (2022) and Regulation (EU) 2022/1925 (2022),
is not aimed at isolation but rather at limiting the influ-
ence of external technological giants on the EU internal
market. At the same time, the EU recognises the necessity
of global internet governance based on human rights, the
rule of law, and international cooperation. This approach
contrasts with the policies of Iran and KSA, where sover-
eignty is realised through the centralisation and blocking
of information flows. Before analysing national strategies,
the typology of internet governance models was examined,
which made it possible to outline the general features of
approaches to digital sovereignty in the global context
(Table 1). A comparative analysis of the multi-stakeholder
and state-centric models of internet governance reveals a
profound divide between a liberal-inclusive and a sover-
eignty-centred vision of the digital domain. The first mod-
el, based on cooperation among diverse actors — govern-
ments, the private sector, and civil society — tends towards
flexible, technically oriented regulation without rigid co-
ercion, which allows for rapid adaptation to technologi-
cal change. However, such a system demonstrates limited
capacity to ensure the binding force of norms and global
legal harmonisation. The state-centric model, by contrast,
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is grounded in the principle of sovereignty, introducing
strict regulation by national governments. Its strength lies
in clear legal determinacy and control, yet it is frequently

accompanied by the fragmentation of the global internet,
increased technological isolation, and the strengthening
of authoritarian control.

Table 1. Key models of internet governance

Model Characteristic Advantages Disadvantages Model
Principles Part.1c1pat10n of govern ‘.“e“t?’ the IncluS} VENEss, Lack of binding force
. private sector, and civil society flexibility
Multistakeholder Absence of
model Legal basis Soft law norms, technical standards Rapid adaptation
enforcement
Geography Predominantly Western countries Openness, innovation Western-centricity
Principles State sovereignty over cyberspace National control Legal certainty
. . . s . Conflict with the global
State-centric model Legal basis National legislation Legal certainty nature of the internet
Geography Countries with authoritarian regimes Political control Technological isolation

Source: compiled by the author based on A. Shahbaz et al. (2020), S.A. Brown (2024), A. Mathew (2024), Overview of data

sovereignty laws by country (2024)

Geographically, the state-centric model of internet
governance is characteristic of countries with rigid pow-
er verticals and authoritarian political regimes — in par-
ticular, Iran, China, KSA, the United Arab Emirates, and
North Korea. In China, the concept of cyber sovereignty,
officially established by the Information Office of the State
Council of the People’s Republic of China (2010), envisions
complete information filtering, the blocking of global
platforms (Google, Facebook, X), and the development of
domestic alternatives (Baidu, WeChat, Weibo) controlled
by state authorities. In Iran, systems of digital sovereignty
are defined by the Supreme Council of Cyberspace Strate-
gy (2022) and the Law of Computer Crimes of the Islamic
Republic of Iran (2009), which ensure content filtering,
communication monitoring, and the development of the
National Information Network separated from the global
internet (Resolution of the Supreme Council of Cyber-
space..., 2016). In KSA, digital control policy is based on
Saudi Vision 2030 (2025) and regulatory acts such as the
Anti-Cyber Crime Law of Saudi Arabia (2007) and the Per-
sonal Data Protection Law (2023), which regulate online
behavior, restrict anonymity, and require data localisation.
Accordingly, in the United Arab Emirates, the Smart Gov-
ernment system has been implemented, involving the ac-
tive use of biometric data and limited access to independ-
ent media (Government of Saudi Arabia, n.d.). In North
Korea, the internet is completely isolated from the global
network, and access is granted only to certain governmen-
tal structures (Asher, 2016). All these cases demonstrate
the aspiration of states toward digital autarky, grounded
in control over infrastructure, content, and digital iden-
tity — all subordinated to the priorities of political sta-
bility, national security, and information sovereignty. A
juxtaposition of the two models leads to the conclusion
that the legal architecture of digital sovereignty in the
contemporary world produces a non-unified legal field.
The multi-stakeholder approach gravitates towards global
inclusivity, while the state-centric model prioritises inter-
nal legitimisation of digital control. In the context of the
formation of international law in this domain, this gener-
ates challenges for the development of universal princi-
ples capable of reconciling the requirements of national
sovereignty with the protection of human rights and the
functioning of cross-border digital infrastructure. In the

field of digital sovereignty, a situation has emerged of the
absence of a single legal regime, producing zones of con-
flict between states, international institutions, and global
technological actors. The lack of a binding international
treaty on internet governance enables each state to imple-
ment its own interpretation of digital sovereignty, which
in certain cases legitimises restrictive policies.

The digital sovereignty policy of the Islamic Republic
of Iran is grounded in an ideologically motivated model
of an autonomous internet domain, combining centralised
regulation of digital infrastructure, consistent isolation
from global networks, and an elaborate system of norma-
tive-legal and institutional mechanisms. At the legislative
level, the state implements digital control through a range
of legal acts that prioritise security, morality, and nation-
al sovereignty over principles of internet openness. The
central legal initiative shaping the normative framework
of Iran’s digital sovereignty is the establishment of the
National Information Network — an infrastructural and le-
gal project aimed at creating an autonomous domestic in-
ternet segment, independent of the global network (Res-
olution of the Supreme Council of Cyberspace..., 2016).
The concept of the National Information Network is im-
plemented within several consecutively adopted policies,
including the Supreme Council of Cyberspace (2022),
the Law of Computer Crimes of the Islamic Republic of
Iran (2009), and a number of subordinate acts. All these
normative documents establish strict liability for cyber-
crimes, while simultaneously broadening the definition
of undesirable digital content to a degree that allows the
criminalisation of any dissent or political activity in the
online environment. Unlike European or international
standards, such legislation does not provide mechanisms
for assessing proportionality or compliance with the ne-
cessity standard when restricting freedom of expression.
Institutionally, the key body of digital regulation in Iran is
the Supreme Council of Cyberspace (2022), established in
2012 by order of Supreme Leader Ali Khamenei. This body
coordinates all internet-related activities, determines
state policy in the fields of digital security, censorship,
data localisation, and digital infrastructure. The Council
includes representatives of the country’s highest polit-
ical and security leadership, which indicates that cyber-
space regulation is concentrated at the level of strategic
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state governance, with technical and economic aspects
subordinated to political priorities. The legal framework
of Iran’s digital sovereignty is aimed at localising inter-
net infrastructure through mandatory storage of user data
within the country, the creation of national analogues
of Western platforms, and the blocking of cross-border
access to key services. For example, Google, Facebook,
Twitter, Telegram, WhatsApp, and YouTube have long
remained inaccessible or partially blocked. Instead, the
government actively promotes state or semi-state alterna-
tives technically integrated into the National Information
Network. In particular, the video-hosting service YouTube
has been replaced by the platform Aparat, which oper-
ates within the boundaries of permitted censored con-
tent (Hajipour, 2025). Telegram and WhatsApp have been
displaced by domestic messengers such as Soroush, Bale,
iGap, and Rubika, which, although positioned as private,
are in fact controlled by government or state-affiliated in-
stitutions (Kazemi, 2021). Previously, modified versions of
Telegram — Hotgram and Talagram — were also used; these
operated through Iranian proxy servers and enabled traf-
fic monitoring (Lawmaker says..., 2019). The integration
of these platforms into the National Information Network
creates a closed informational ecosystem that not only
ensures full institutional and technical accountability of
user activity but also enables the prompt blocking of ex-
ternal content, restricting freedom of information in ac-
cordance with the regime’s political objectives. This ap-
proach facilitates mass digital surveillance and grants the
authorities complete control over traffic, while simultane-
ously creating conditions for the informational isolation
of the population. As a result, fundamental international
legal principles in the field of human rights, enshrined in
General Assembly Resolution 2200A (XXI) (1966), are vio-
lated—particularly the rights to access information, free-
dom of expression, and privacy. Iran, as a state party to
the Covenant, is formally obliged to adhere to Articles 17
and 19, which guarantee the right to privacy and freedom
of expression. In practice, however, the Constitution of
the Islamic Republic of Iran (1979) disregards the criteria
of legality, necessity, and proportionality, which interna-
tional bodies, including the UN Human Rights Committee,
consider essential conditions for the legitimacy of any re-
striction of these rights. Systematic blocking of informa-
tional resources, criminalisation of oppositional content,
and user surveillance without independent judicial over-
sight contradict universally recognised standards of dig-
ital human rights. Another aspect of the conflict with in-
ternational law is the prohibition of cross-border services,
which hinders international digital cooperation and eco-
nomic integration. This policy contradicts the provisions
of the Vienna Convention on the Law of Treaties (1969),
as the blocking of communication platforms makes it im-
possible for Iran to fulfill several bilateral and multilateral
obligations in the fields of cooperation, development, edu-
cation, and science. Moreover, the requirement for foreign
companies to store data exclusively within Iran is incom-
patible with the principles of free information exchange
protected under global trade agreements and the General
Agreement on Trade in Services (World Trade Organisa-
tion, 1995). The legal architecture of Iran’s digital sov-
ereignty constitutes an example of state policy oriented
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towards maximum isolation from the global information
space, relying on domestic legislation that largely ignores
international legal obligations. As a result, a parallel digital
reality is created, in which the fundamental instruments of
global Internet governance are either absent or function in
an ideologically transformed form, incompatible with the
principles of multilateral cooperation, network openness,
and respect for universal human rights. Iran’s political
and legal mechanisms serve to institutionalise digital iso-
lation, creating long-term challenges for the architecture
of the international legal order in the field of digital tech-
nologies. The model of digital sovereignty in the Kingdom
of Saudi Arabia (KSA) is shaped at the intersection of an
ambitious state strategy of technological modernisation
and a drive to control the digital sphere within the con-
text of authoritarian stability. At the core of the country’s
digital transformation lies the strategic initiative Saudi
Vision 2030 (2025), which provides not only for economic
diversification through the development of digital sectors
but also for a substantial strengthening of national control
over data flows, Internet infrastructure, and informational
content. According to this vision, digital transformation
must be realised under conditions of political centralisa-
tion, which predetermines the establishment of a legal re-
gime oriented towards sovereign regulation of the digital
ecosystem. A defining institutional element of this process
is the establishment of SDAIA in 2019, vested with exclu-
sive competences in the domains of digital data, artificial
intelligence, and cybersecurity (Regulatory Arrangements
for..., 2019). SDAIA coordinates all initiatives related to
data processing, localisation, analytics, and oversight of
compliance with national data standards, including those
concerning privacy and cross-border transfer. SDAIA’s
competences extend beyond technical regulation - it
functions as a political authority safeguarding digital sov-
ereignty, shaping the legal framework that enables state
control over information flows both within public institu-
tions and the private sector.

A key normative act in the field of digital regulation
is the Personal Data Protection Law (2023), adopted in
2021, which establishes the rules for the collection, pro-
cessing, storage, and transfer of personal data within the
framework of national jurisdiction. The law enshrines the
requirement for the localisation of sensitive data within
the territory of the Kingdom of Saudi Arabia (KSA) and
grants the regulator the authority to block or restrict
cross-border data transfers in cases where national secu-
rity is threatened or where foreign legislation is deemed
incompatible with Saudi standards. The Personal Data
Protection Law also provides for the certification of digital
platforms and the establishment of a supervisory system
to ensure that international companies operating with
KSA citizens comply with domestic legal provisions. This
law effectively implements the principle of extraterritori-
ality, characteristic of authoritarian models of digital sov-
ereignty, in which national interest prevails over the prin-
ciple of global internet openness. Another notable feature
of digital regulation in KSA is its emphasis on a regional
initiative of cloud localisation - this involves prohibiting
the use of certain foreign cloud platforms, similar to Iran,
promoting national data centres, and establishing part-
nerships with technology companies under conditions of
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full jurisdictional accountability. Such approaches gained
additional weight following the announcement of the cre-
ation of a national digital cloud (Oasis Cloud), intended to
reduce dependence on foreign service providers and en-
sure state-controlled management of critical digital infra-
structure. From a legal perspective, this signifies the intro-
duction of a regime of digital internalisation, in which the
state establishes a separate legal space for the functioning
of the Internet, not necessarily aligned with international
standards of openness, competition, and freedom of infor-
mation. Control over the online sphere in KSA is exercised
in conjunction with the regime’s political priorities, par-
ticularly regarding stability, combating “extremism”, pro-
tecting Islamic values, and preventing internal destabili-
sation. The Constitution of Saudi Arabia (1992) provides
for severe criminal sanctions for online activities that may
be classified as defamation, criticism of state institutions,
insult to religion, or support for political opposition. Regu-
lation is carried out through specialised bodies of the Min-
istry of Interior and the Public Prosecutor’s Office, which
use digital platforms as instruments for monitoring public
sentiment and rapid response. Of particular significance
are the provisions of the Anti-Cyber Crime Law of Saudi
Arabia (2007), which stipulates severe criminal liability for
“using information technology to disrupt public order”,
interpreted in the broadest possible sense. The application
of such norms forms a regulatory environment dominat-
ed by preventive user loyalty, reinforced by an extensive
system of state digital surveillance and monitoring. In the
context of the global digital order, KSA applies an ambiva-
lent strategy — on the one hand, it restricts platforms that
refuse to comply with content removal or data disclosure
requirements. For instance, in 2022, the Saudi Ministry of
Communications threatened to restrict or block access to
Twitter, Snapchat, YouTube, and TikTok unless these com-
panies removed “immoral content” in accordance with the
requirements of the Communications and Information
Technology Commission (Freedom House, 2024a). This
example illustrates the state’s aspiration to achieve sov-
ereign control over the information environment, even if
it requires confrontation with technoglobal corporations
relying on principles of open Internet and privacy. On the
other hand, it actively engages technology companies in
national infrastructure projects through partnership for-
mats ensuring legal accountability. For example, cooper-
ation with Google Cloud and Alibaba Cloud is based on
conditions requiring the storage of all data within Saudi
territory, as well as compliance with SDAIA requirements
regarding state access to information (Raj, 2024). This ap-
proach indicates an attempt to establish a hybrid model
of sovereign control, combining instruments of the global
market with national digital protectionism.

H. Li & X. Yang (2021) and C.B. Joyce (2025) outlined
the interrelation between digital sovereignty and the cen-
tralisation of control over internet infrastructure. The
study by C.B. Joyce highlighted how nation-states seek to
intervene in the governance of network protocols, where-
as H. Li & X. Yang emphasised the role of governments
in transforming network architecture into an instrument
of regional dominance. However, the analysis of KSA’s
policies demonstrates a somewhat different approach:
state initiatives did not so much technically centralise the

internet as legally codify the absolute responsibility of the
user, thereby creating a pseudo-legal framework for con-
trol. The study shows that in KSA the approach is formed
through the hybridisation of commercial influence and
state regulation, whereas other works predominantly fo-
cus on repressive or technocratic aspects. The reason for
these discrepancies probably lies in the limited compar-
ative perspective of the sources analysed, which examine
the Middle East in general without considering the unique
religious-legal context, critically important for under-
standing KSA’s digital policy. The politico-legal architec-
ture of digital sovereignty in KSA represents a complex
system where authoritarian centralisation is combined
with technocratic rationality. Within the state strategy,
digital control is regarded as an instrument not only of
economic transformation but also of political stabilisation
of the regime. The Constitution of Saudi Arabia (1992) es-
tablishes a closed information ecosystem, controlled by
the state and aimed at preserving the political status quo.
These normative acts prescribe strict data localisation,
prohibition of their cross-border transfer without special
authorisation, and broad competences for state institu-
tions regarding monitoring, moderation, and removal of
digital content. Such a policy directly conflicts with inter-
national law, particularly Articles 17 and 19 of the General
Assembly Resolution 2200A (XXI) (1966), which guarantee
the right to privacy and freedom of expression. Although
KSA is a state party to this covenant, it interprets its in-
ternational obligations through the lens of national sov-
ereignty, effectively creating a model of “differentiated
interpretation of human rights” within the digital envi-
ronment. Digital control in KSA acquires the function of
not only a protective but also a projective instrument — the
state model of digital sovereignty is actively promoted as
an alternative to the liberal paradigm of the open Internet.
Through participation in global forums, particularly the
World Summit on the Information Society, KSA advances
the concept of digital pluralism (UNESCO, n.d.). Within this
concept, each state should have the right to autonomously
define the rules for its digital space, including technical,
legal, and ethical standards. This approach challenges the
established multistakeholder model of Internet govern-
ance, which presupposes a balance between governments,
the private sector, civil society, and the technical commu-
nity. The Saudi model, on the contrary, demonstrates con-
sistent strengthening of the state’s role as the sole actor
responsible for digital sovereignty, avoiding transparency,
accountability, and plurality of opinion. In this context,
the legal architecture of digital sovereignty in KSA bears
not only domestic political significance but also global im-
pact, shaping one of the vectors of transformation of the
digital order towards regionalised, fragmented systems of
Internet governance. This vector not only crystallises po-
litical divergences between authoritarian and democratic
regimes in the field of digital governance but also ques-
tions the universality of international standards, particu-
larly in the domains of human rights, cybersecurity, and
cross-border information flows.

The studies by E. Celeste & F. Fabbrini (2021) and
H. Jongen & J.A. Scholte (2021) revealed the relationship
between digital sovereignty and global trends of cyber-
space regionalisation. E. Celeste & F. Fabbrini emphasised
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the growing number of jurisdictions seeking to establish
their own rules for internet access, whereas H. Jongen &
J.A. Scholte analysed the shift from multilateral to multi-
stakeholder governance. The conducted analysis demon-
strated that, despite its apparent centralisation, KSA ac-
tively engages international corporations in the
establishment of cloud data centers, thereby breaching
rigid models of data localisation. This finding does not
align with the thesis of H. Jongen & J.A. Scholte regarding
consistent fragmentation, since in the case of KSA a form
of functional hybridisation occurs: sovereignty is con-
trolled at the level of access, while openness is maintained
at the infrastructural level. The digital sovereignty policies
of the Kingdom of Saudi Arabia and the Islamic Republic
of Iran exhibit significant commonalities in their pursuit
of absolute state control over the digital sphere, yet are
implemented in different political, technological, and in-
ternational contexts, which determine differences in legal
mechanisms, institutional architectures, and strategic ob-
jectives of both states. The central element of digital sov-
ereignty in both KSA and Iran is the subordination of In-
ternet infrastructure to the political interests of the state,
primarily in the domain of regime stability, population
control, and minimisation of the influence of external in-
formation sources. Both states legally entrench the prima-
cy of national sovereignty over global standards of open-
ness, freedom of expression, and cross-border information
flows, identifying the digital sphere as a key area of strate-
gic importance that must remain under full jurisdictional
control. The Iranian model of digital sovereignty is mani-
fested in the consistent implementation of a policy of cy-
ber-isolation, the most prominent expression of which has
been the National Information Network - a closed infra-
structure that enables the operation of internet services
without connection to the global web. Iran’s legal frame-
work, which encompasses provisions on cybercrime, con-
tent filtering, censorship, and regulation of user behav-
iour, creates conditions under which access to foreign
sources of information is strictly restricted, while interac-
tion with international digital companies is virtually ab-
sent. By contrast, the Kingdom of Saudi Arabia (KSA), al-
though implementing control policies of a similar nature,
does not pursue complete cyber-isolation. It remains open
to partnerships with transnational IT corporations, albeit
under conditions of strict data localisation, compliance
with national legislation, and jurisdictional control over
critical infrastructure. Thus, Iran adheres to the principle
of digital autarky, whereas KSA opts for a hybrid model of
technological protectionism combined with managed in-
ternational integration. A. Oldenbourg (2022) and Y. Sha-
ny (2023) have examined the role of digital rights in the
context of resisting sovereign forms of censorship. The
concept of “digital human rights” as a universal regulatory
principle has been formulated, and the excessive politici-
sation of the concept of freedom in the digital space has
been criticised. In the Iranian case under study, these ap-
proaches encounter significant challenges: here, the rights
of internet users are not articulated in terms of individual
freedoms but are reinterpreted through the prism of reli-
gious duty and social harmony. Y. Shany’s assertions ap-
pear debatable, as they rest upon a Western human rights
paradigm that lacks a direct normative equivalent in the
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Iranian system. The analysis conducted highlights the ne-
cessity of de-radicalising the legal discourse so as to ren-
der it relevant to illiberal regimes. The divergence in inter-
pretation stems from the failure to take into account the
cultural specificity of legal thought in Islamic states. The
legal mechanisms of implementing digital sovereignty in
both countries operate within authoritarian political sys-
tems, yet differ in their degree of formalisation and insti-
tutional complexity. In Iran, the Supreme Council of Cy-
berspace, subordinate to the Supreme Leader, plays the
decisive role in shaping digital policy, concentrating au-
thority directly in the hands of the highest religious lead-
ership. Iranian legislation is predominantly repressive in
nature, aimed at criminalising online activities perceived
as threats to Islamic values or national security. KSA, in
turn, has established a complex technocratic governance
architecture for the digital sphere, in which a key role is
played by the SDAIA - the authority responsible for inte-
grating issues of artificial intelligence, data protection,
and digital regulation. The adoption of the Personal Data
Protection Law (2023) reflected an attempt to legitimise
digital control through formally legal mechanisms that
approximate international terminology while deviating
from its substantive meaning. This contrasts with the Ira-
nian practice, where legal regulation often has a declara-
tive character and is subordinated to the priorities of secu-
rity and enforcement agencies. In the works of
J. Ruohonen (2021) and D.]. Svantesson (2021), attention
is focused on the legal conflicts between national regula-
tory regimes and international standards of freedom of
expression. They emphasise the contradiction between
states’ pursuit of digital sovereignty and their internation-
al obligations, as well as demonstrate how technology gi-
ants become caught in jurisdictional conflicts. The analy-
sis of KSA and Iranian policies confirmed these
discrepancies but also revealed a pragmatic approach:
states deliberately create “grey zones” within the legal
field, delegating certain domains to BigTech companies in
order to avoid direct responsibility for rights violations.
This approach is inconsistent with the normative model in
which the state is viewed as the principal regulator. The
divergence arises from a simplified assumption of the uni-
formity of the legal order, whereas in practice states utilise
digital policy as an instrument of asymmetric law enforce-
ment. In the technical dimension, KSA far outpaces Iran in
the development of digital infrastructure, enabling the
implementation of sophisticated data strategies, the es-
tablishment of national data centres, the launch of cloud
services, and the promotion of artificial intelligence as a
tool of strategic development. Iran, by contrast, faces con-
straints imposed by international sanctions, which pre-
clude technological modernisation through cooperation
with global companies. This compels Iran to develop do-
mestic software, internal analogues of social networks and
messaging platforms; however, the effectiveness of such
systems remains limited due to a lack of access to cut-
ting-edge technologies and an absence of user trust. Tech-
nological backwardness, combined with repressive poli-
cies, creates conditions under which Iran’s digital
sovereignty functions more as a barrier to global informa-
tion exchange than as an instrument of modernisation.
The international context also sharply distinguishes these
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two models. Iran predominantly acts in isolation, appeal-
ing to principles of non-interference and sovereignty in
the digital sphere within alternative frameworks of inter-
national cooperation, such as the Shanghai Cooperation
Organisation or BRICS+ (Brazil, Russia, India, China,
South Africa). Nonetheless, it remains a peripheral actor
in the global digital architecture. KSA, by contrast, actively
promotes its participation in international organisations
such as the G20, the International Telecommunication
Union, and the UN, where it positions its model as an ex-
ample of responsible sovereign governance, capable of
combining innovation with security. Through mechanisms
of “digital diplomacy”, KSA seeks to legitimise its ap-
proach as consistent with principles of international law,
even though it faces criticism from human rights organi-
sations for restricting freedom of expression. From the
perspective of domestic legitimacy, digital sovereignty
functions for both regimes as an instrument of control and
stabilisation. In Iran, the blocking of global services, per-
secution of online activists, and institutional restriction of
access to information serve to reinforce the influence of
the politico-religious elite and preserve social order in
conditions of heightened protest activity. At the same
time, such policies generate growing discontent among
the youth, widening the gap between state discourse and
digital reality. KSA, conversely, seeks to build digital legit-
imacy through investments in technology, the provision of
digital services to citizens, and the modernisation of ad-
ministrative governance. This creates the perception of a

state as an innovator, although restrictive legislation on
freedom of speech and limitations on independent jour-
nalism indicate that digital sovereignty remains primarily
an instrument of control rather than emancipation. For a
more in-depth comparative analysis of Iran’s and KSA’s
digital strategies, this study employs the generalised Ta-
ble 2, which systematises the key parameters of digital
sovereignty in both countries. The data presented clearly
illustrate the differences between Iran’s isolationist model
and KSA’s modernisation-oriented approach. The findings
reveal profound conceptual and institutional asymmetry
in the approaches to digital sovereignty in Iran and KSA.
The Iranian model exemplifies an inward-oriented digital
isolationism, rooted in distrust of the global information
environment and focused on repressive control, whereas
the Saudi strategy is directed towards the external projec-
tion of digital modernisation while retaining elements of
political control. At the same time, both models demon-
strate a tendency to combine technocratic instruments of
digital transformation with authoritarian governance
mechanisms. Divergences in the level of international in-
tegration and approaches to artificial intelligence high-
light the differing degrees of flexibility of the two coun-
tries in responding to global challenges of the digital
agenda. Overall, both cases demonstrate how digital sov-
ereignty may serve simultaneously as a means of internal
power consolidation and as an instrument of geoeconomic
positioning, thereby posing challenges to the universali-
sation of principles of global internet governance.

Table 2. Comparative analysis of the digital sovereignty of Iran and the KSA

Criteria Iran KSA
Core strategy Isolationist approach focu_sed Modernisation apprqa_ch within the framework
on control and censorship of Vision 2030
Digital sovereignty objectives Protection from exter_n.al influence, Economic diversification, re_gional technological
control over citizens leadership
Level of Internet freedom* 12 25
Network blocking Extensive blocking Selective blocking focused on content
Personal data protection Stringent control for surveillance purposes Privacy protection

Content censorship

Deep Packet Inspection (DPI),
comprehensive censorship

Censorship of religious and political content

National internet Network”

Development of the “National Information

Development of sovereign cloud infrastructure

Artificial intelligence -
solutions

Development under sanctions, focus on domestic

Investments in Al of up to USD 1.9 billion by 2027

International cooperation

Minimal due to sanctions

Active engagement with international partners

Participation in global
initiatives

Minimal participation

Active participation in G20, international forums

Key challenges

International sanctions, technological isolation

Dependence on foreign technologies

Note: * - according to Freedom House, scores are based on a scale from 0 (least free) to 100 (most free)

Source: compiled by the author based on United Nations (2022), Freedom House (2024a; 2024b), Digital Policy
Alert (2024), 1. Payande (2024), International Trade Administration (2024), Saudi Arabia Data Sovereignty Policies and
Requirements (2024), F. Bria & H. Sheikh (2025), J. Olaje (2025)

In the works of N. Mollers (2020) and S. Mihelj &
C.Jiménez-Martinez (2021), attention is drawn to the risks
of digital nationalism, particularly the danger of forming
isolated information ecosystems. N. Mollers viewed digital
nationalism as a threat to cross-border information flows,
whereas S. Mihelj & C. Jiménez-Martinez emphasised the
erosion of the open architecture of the internet caused by
political fragmentation. These conclusions partly align

with the findings of the present study, where the creation
of national information networks essentially reproduc-
es the logic of digital autarky. However, the assertion of
S.Mihelj & C.Jiménez-Martinez regarding the purely neg-
ative effect of digital nationalism appears overly simplis-
tic, since in the case of Iran it also functions as a means of
preserving sovereignty under conditions of informational
embargo. This demonstrates that digital nationalism may
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represent not only a manifestation of authoritarian am-
bitions but also a response to external pressure. The di-
vergence arises from differing foci: the authors’ analysis is
primarily liberal-normative, whereas the Iranian context
necessitates a more geopolitically grounded approach. At
the international level, Iran’s policy of digital sovereign-
ty has drawn criticism from international human rights
organisations, which record numerous violations of the
rights to access information, freedom of expression, and
privacy. KSA, despite substantively similar policies, is able
partially to mitigate international criticism through dip-
lomatic engagement, participation in global forums, and
demonstrations of openness to technological partnership.
However, in both cases, the issue concerned a conflict with
the fundamental provisions of international law, as well
as with the principles of free and non-discriminatory ac-
cess to the internet enshrined in Human Rights Council
Resolution 54/24 (2023). This conflict demonstrated that
authoritarian models of digital sovereignty, even when
formally compliant with legal frameworks, are structurally
incompatible with the foundations of the liberal internet
order, thereby calling into question the universality of its
legal norms in the digital age.

According to the studies of E. Del Re (2024) and
S. Fratini et al. (2024), digital sovereignty may be under-
stood as a form of “data as a public good”, whereby states
assume responsibility for their protection and regulation.
Both works emphasise the importance of transparency
in data storage and processing mechanisms to prevent
abuse, particularly in the context of democratic govern-
ance. At the same time, the analysis of KSA reveals a dif-
ferent dynamic: the concept of data as a public resource
in this country is realised through a form of centralised
control, whereby governmental structures retain exclusive
access to information, with no involvement of civil society
or independent institutions. This does not align with Del
Re’s vision, which asserts that digital sovereignty should
serve as an instrument for democratising data governance
rather than as a means of reinforcing executive power. The
reason for such divergence lies in the distinct normative
contexts. Claims of the universality of the “data as a public
good” approach appear debatable, as they fail to account
for the specificities of political regimes in which the cat-
egory of publicness is reduced to a state monopoly over
information. The approach to digital sovereignty as an in-
strument of political legitimation is traced in the works of
H. Sheikh (2022) and M. Jiang & L. Belli (2025). H. Sheikh
interpreted digital sovereignty as a concept that allows
states to restore political autonomy in the face of transna-
tional platform influence, while M. Jiang & L. Belli viewed
it in terms of a political-infrastructural compromise. In the
Iranian context, these approaches are partially consistent,
as Iran indeed employs the rhetoric of “digital self-de-
fence” to justify domestic repressive practices. However,
the conclusions drawn by the scholars appear overly ab-
stract: they do not explain how precisely the normative
system of sharia is adapted to legitimise a sovereign digital
order. The analysis conducted demonstrates that in Iran it
is not only the infrastructure but also the ontology of cy-
berspace itself that is codified in accordance with religious
doctrine — a factor that the aforementioned authors fail to
take into account. The reason for this divergence may lie
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in the limited attention devoted to sources of the Persian
legal tradition. The policy of digital sovereignty, active-
ly pursued in the KSA and the Islamic Republic of Iran,
generates a range of systemic challenges to the existing
model of global internet governance. The central issue is
the increasing fragmentation of the digital space, which
is a direct consequence of states’ aspirations to exercise
complete control over information flows, infrastructure,
and behavioural standards within their jurisdictions. The
creation of sovereign national internet segments, restric-
tions on cross-border data exchange, requirements for
infrastructure localisation, as well as regulatory blocking
of global digital services undermine the foundations of a
single global internet built upon the principles of open-
ness, interconnectedness, and technical neutrality. The
KSA and Iran, though employing different institutional
approaches, in practical terms contribute to the rupture
of the global information space, thus laying the ground-
work for the emergence of a polycentric, ideologically and
technically divided network with multiple standards and
regulatory regimes. Aggressive forms of digital sovereign-
ty challenge the effectiveness of the multistakeholder
model of internet governance, which has long defined the
global architecture of the digital order. This model en-
visions the participation of not only states, but also the
private sector, the technical community, civil society, and
international organisations in decision-making process-
es. It remains central to the functioning of ICANN (n.d.),
the key institution for the technical coordination of the
internet. Saudi Arabia and Iran increasingly promote an
alternative governance framework in which the state as-
sumes the leading role and full responsibility for digital
policy within its own sovereign domain. Within plat-
forms such as the International Telecommunication Un-
ion (n.d.), both countries actively advocate the concept of
“digital sovereignty,” which calls for the legal recognition
of each nation’s right to shape its internet space accord-
ing to national standards — including control over techni-
cal infrastructure, content, and cross-border information
flows. This position directly contradicts the universalist
approach of ICANN, where jurisdiction over the technical
architecture of the internet is recognised as global rather
than national. The legal dimension of this contradiction
lies in the conflict between states’ international obliga-
tions in the field of human rights — particularly regard-
ing access to information, freedom of expression, and the
right to privacy — and domestic legal regimes that justify
restrictions on digital rights by invoking security, moral-
ity, or political stability. The Iranian experience demon-
strates how legal control over the internet can evolve into
the political instrumentalisation of digital rights aimed
at suppressing opposition and restricting civic space, in
direct violation of the International Covenant on Civil
and Political Rights. Saudi Arabia, by contrast, seeks to
create the appearance of legal order through the adop-
tion of specialised legislation — notably the Personal Data
Protection Law (2023) — which formally aligns with Eu-
ropean practice but in substance functions as a mecha-
nism of state control over information flows. Both models
disrupt the balance established by international instru-
ments and digital rights charters, undermining trust in
global mechanisms for protecting users’ rights online.
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The studies by U. Reviglio & C. Agosti (2020) and
M. Martin (2023) examined the concept of “algorithmic
sovereignty”, whereby states seek to control not only data
but also the logic of its processing. The authors criticised
the opacity of algorithmic systems and called for their
accountability. In the case of Iran and the KSA, these ap-
proaches take on unexpected forms: the state not only
localises algorithms (e.g., through filtering according to
local rules) but also develops its own language models to
control the information environment. The authors’ asser-
tions regarding the limitations of sovereign algorithmic
control in democratic systems are entirely valid; howev-
er, in authoritarian systems such control becomes insti-
tutionalised through the establishment of state AI com-
missions. This complements conclusions regarding the
dangers of the concentration of digital power, illustrat-
ing its concrete implementation in the KSA. The issue of
global digital platforms’ access to the markets of the KSA
and Iran arises as one of the key aspects of these states’
regulatory policy. Such collisions pose the danger of legal
fragmentation of digital regulation, whereby companies
are forced to comply simultaneously with contradictory
regulatory regimes, thereby increasing transaction costs
and reducing the effectiveness of user rights protection.
In Iran, the absence of legal guarantees and transparent
complaint-handling procedures deprives users of the pos-
sibility of appeal or recourse to international protection
mechanisms. The KSA, by contrast, establishes formal
regulatory mechanisms, yet these operate within an au-
thoritarian legal system, where the independence of the
judiciary and the accountability of state institutions re-
main limited. This raises concerns among international
organisations, particularly the UN Human Rights Council,
which has repeatedly voiced concern about restrictions on
digital freedoms in the Gulf states. Under the pressure of
digital sovereignty policies, global technology companies
face a dilemma: either adapt to the requirements of high-
ly authoritarian states — thereby potentially jeopardising
user rights — or forgo access to large and strategically sig-
nificant markets. This process creates a new configuration
of internet governance, in which technical providers are
compelled to operate within national legal regimes that
significantly restrict the scope for universal application
of the principles of openness, net neutrality, and user
rights protection. Studies by T. Dragu & Y. Lupu (2021)
and J. Hardy (2021) emphasised the institutional nature of
digital authoritarianism, which is formed through bureau-
cratic control mechanisms. The authors emphasised that
governments are instrumentalising digital technologies
to expand the powers of internal security agencies, not-
ing the effect of ‘creeping’ normalisation of surveillance,
which begins with exceptional circumstances but even-
tually becomes the norm. The present research partially
aligns with these conclusions, particularly regarding the
gradual institutional entrenchment of techno-control,
but it reveals a different pattern. Rather than evolutionary
bureaucratisation, one observes a leap-like formalisation
of digital sovereignty — particularly through the establish-
ment of the Supreme Council of Cyberspace as a suprana-
tional coordination structure. The assertion by O. Schlum-
berger et al. (2024) about the evolutionary nature of digital
authoritarianism seems debatable, since in the case of

Iran, institutionalisation processes are reactive in nature,
linked to periods of escalation in international sanctions,
particularly after 2010 and 2018. This diverges from the
analysis above, for instead of gradual institutional accu-
mulation, one observes wave-like political responses to
external threats, accompanied by internal mobilisation of
administrative and religious institutions. The reason for
this divergence lies in the author’s focus on China as the
paradigmatic example of digital authoritarianism, whereas
the Iranian model exhibits greater adaptive flexibility and
a less centralised digital infrastructure. The comparative
analysis of digital sovereignty in the KSA and the Islam-
ic Republic of Iran demonstrates that both states actively
construct their own digital spaces in line with political,
ideological, and security priorities, while markedly diverg-
ing from the principles of the open internet. The common
denominator of their policies is the dominance of the
logic of state control over the digital domain, entrenched
in legislative, administrative, and infrastructural mecha-
nisms. Iran represents the most radical variant of digital
autarky, where isolation of the national internet segment
from the global network is a political imperative. The
KSA, by contrast, implements digital sovereignty through
a hybrid model, combining access to transnational tech-
nologies with a strict regulatory regime that consolidates
state dominance in the domain of data, platforms, and
network infrastructure. Differences in openness, technical
sophistication of infrastructure, and institutional engage-
ment with global digital actors do not negate the common
paradigm: the digital space is instrumentalised as a key
resource of political control, geopolitical influence, and
internal legitimation of the regime. These examples pro-
vide grounds for anticipating further entrenchment of
the concept of digital sovereignty in authoritarian states,
particularly through the strengthening of domestic legal
regulation, the development of alternative infrastructures,
the expansion of content-blocking practices, and the for-
mation of regional alliances based on sovereignty-orient-
ed digital standards. This trend correlates with declining
trust in multilateral institutions, increasing conflicts over
digital jurisdiction, and the growing role of the state in
internet governance. Authoritarian governments, by in-
voking the legal constructs of digital sovereignty, seek to
legitimise their monopoly on the interpretation of digi-
tal rights and the definition of security standards, there-
by transforming global digital interaction into a process
subordinated exclusively to national interests. Their argu-
mentation draws on the concepts of non-interference in
domestic affairs and cultural pluralism, which precludes
the establishment of universal mechanisms for monitor-
ing digital rights violations at the global level.

According to studies by D. Flonk et al. (2020),
G. De Gregorio & R. Radu (2022), and L. DeNardis et
al. (2022), digital freedom depends on the architecture of
access, which is shaped as a sociotechnical compromise
between the state, civil society, and the private sector. The
authors emphasise decentralisation as a key condition for
innovation, digital privacy, and the support of democratic
forms of self-expression within the networked environ-
ment. However, the analysis of KSA and Iranian policies
reveals a different dynamic compared to previously for-
mulated assessments: decentralisation there is not merely
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absent but is deliberately counteracted, as the perceived
chaos of the liberal internet is viewed as a source of ex-
ternal threat. This does not align with the conclusions of
the cited authors, who view centralisation as a brake on
development, whereas in the KSA and Iran it is deployed
as a mechanism for ensuring digital stability and strate-
gic control. The reason for these divergent interpretations
lies in differences of value orientation: the studies invoke
individual autonomy as the supreme digital value, where-
as in authoritarian contexts a collectivist approach pre-
vails, whereby stability, security, and manageability of the
digital space are regarded as priorities. The researchers’
conclusions are entirely pertinent for liberal democracies
but require adaptation in cases where digital sovereign-
ty functions as a mechanism of domestic political control
rather than a guarantor of digital rights. International
law currently demonstrates evident inertia in responding
to new challenges posed by digital fragmentation. The
absence of consolidated legal standards on internet gov-
ernance, the lack of a universally recognised document
regulating the interaction between state sovereignty and
transnational digital flows, and the limited jurisdiction of
international judicial and quasi-judicial bodies over dig-
ital violations create a regulatory vacuum. Existing legal
instruments lack enforceable mechanisms in the digital
domain, particularly with regard to states that refuse to
adhere to universal standards. Multilateral platforms such
as ICANN (n.d.) and the International Telecommunication
Union (n.d.), despite their considerable technical and ex-
pert authority, do not possess the institutional capacity
to prevent abuses of digital sovereignty. This contributes
to growing asymmetry between states that comply with
international obligations and those that disregard them.
Under these conditions, it is necessary to develop a new
international legal framework capable of effectively bal-
ancing the legitimate aspirations of states to control dig-
ital processes within their jurisdictions with the require-
ments of global interaction, technical interoperability,
and the protection of fundamental human rights. Such
a framework should include both legally binding provi-
sions and mechanisms of political pressure, transparen-
¢y, and accountability. Its key elements should be: first,
the extension of the scope of international law to digital
contexts, particularly in relation to human rights, juris-
diction, liability for harm caused by digital restrictions,
and cross-border data flows; second, the enshrinement
of universal standards regarding openness, net neutrality,
non-discrimination, and proportionality of state interfer-
ence in the digital sphere; and third, the creation of an
institutional mechanism for monitoring compliance with
digital rights, combining technical oversight, periodic re-
porting, and independent evaluation of state practices. In
addition, international law should provide for a differen-
tiated approach towards states with authoritarian regimes
that systematically abuse the notion of digital sovereignty
in order to legitimise repressive digital practices. Such an
approach could include the development of sanction re-
gimes against states that resort to long-term shutdowns,
internet disconnections, or violations of the right to free-
dom of expression in the digital environment, as well
as restrictions on the participation of such states in key
multilateral internet governance platforms. At the same
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time, it is important to maintain openness to dialogue by
offering authoritarian governments conditions for gradual
alignment with international standards through legal re-
forms, technical cooperation, and participation in trans-
parent dispute resolution mechanisms. Global internet
governance should not aim at unification, but rather at
harmonisation of legal standards that guarantee a basic
level of user protection regardless of jurisdiction. In this
context, the role of international law is not confined to
reacting to digital sovereignty, but lies in shaping a nor-
mative architecture capable of balancing states’ legitimate
security concerns with the necessity to uphold openness,
stability, and interdependence of the digital sphere. Until
this balance is achieved, the examples of the KSA and Iran
will remain indicators of the transformation of the inter-
net from a global public good into an arena of legal frag-
mentation and political rivalry.

Conclusions

The study provides a comprehensive analysis of digital
sovereignty policies in the Kingdom of Saudi Arabia (KSA)
and the Islamic Republic of Iran as authoritarian states
implementing national strategies for controlling the digi-
tal sphere amid intensifying geopolitical competition and
the growing fragmentation of global internet governance.
Digital sovereignty in both countries is examined as an
instrument of internal stabilisation, regime preserva-
tion, and the projection of alternative visions of the dig-
ital order at the international level. The analysis reveals
that both KSA and Iran pursue an ambivalent model of
digital sovereignty, combining tools of technocratic mod-
ernisation with the systematic centralisation of control
over data, platforms, and digital infrastructures. The leg-
islative framework of KSA reflects a form of technocratic
authoritarianism that prioritises economic development
and the attraction of foreign investment while maintain-
ing full state control over data. In contrast, Iran exhib-
its a security-ideological model oriented towards digital
autarky and isolation from global information flows. In
both cases, the primacy of national jurisdiction is assert-
ed through data localisation requirements, restrictions
on cross-border data transfers, and coercive measures
or outright blocking of global platforms. In Saudi Ara-
bia, high-tech institutions such as the Saudi Data and
Artificial Intelligence Authority (SDAIA) and the Com-
munications and Information Technology Commission
play a central role, integrating supervisory functions
with the management of digital transformation process-
es. Both countries demonstrate a systemic centralisa-
tion of access to internet infrastructure, state-supported
development of alternative digital platforms, and the es-
tablishment of digital identification systems as instru-
ments of pervasive surveillance. These practices directly
conflict with international legal norms, particularly Arti-
cles 17 and 19 of the International Covenant on Civil and
Political Rights, which guarantee freedom of expression,
access to information, and the right to privacy.

The analysis of KSA and Iran’s participation in in-
ternational internet governance processes shows that
both states promote the concepts of digital pluralism and
a multi-global internet, asserting each nation’s auton-
omous right to regulate its digital space in accordance
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with its “national values”. Through diplomatic channels,
engagement with the International Telecommunication
Union, the Internet Governance Forum, and bilateral part-
nerships with countries of the Global South, these states
advance alternative approaches to transparency, account-
ability, and human rights in the digital domain. This dy-
namic creates a hybrid tension between authoritarian and
liberal interpretations of digital sovereignty, where the
universalist foundations of international law are increas-
ingly undermined by the rise of normative multi-vectori-
ty. The study’s limitations stem from restricted access to
comprehensive data on state interference in digital infra-
structure in both KSA and Iran. Future research directions
include examining the responses of global technology

corporations to the regulatory demands of authoritarian

regimes, comparing models of digital sovereignty across

other Global South countries, and assessing the long-term

implications of the regionalisation of digital law for the

stability of the international legal order.
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EBoJtioniisn Bi¥iCbKOBOI OJIITUKU B Aep:xaBax IleHTpaabHOI A3il
B MOCTPaTHCHbKUM nepioa: Mixk cnaaimmaow CPCP i HoBuMu 3arposamMmu

Awnorarig. MeTta focTikKeHHST — TpoaHaIi3yBaTu 3MiHM Y BilichbKOBii mosiTuii Kpain IleHTpanbHOoi A3ii, 3 0co6mMBUM
akieHToM Ha Kuprusbkii Pecry6iini, micis posnany PagsHcbkoro Corwosy B 1991 p. YV mocimkeHHi 6y/10 BUROPUCTAHO
KOHTEHT-aHaJli3 BiiiCbKOBOI MOKTPMHM Ta KOHIIEIIii HalioHajabHOI 6Ge3reku Kupruscrany, MOpiBHSUIBHMIT aHaIi3
BilicbkoBMX HOKTpUH KpaiH LleHTpanbHOi A3ii — Kuprmscrany, Kasaxcrany, Tamkukucrany, TypkMeHicTaHy Ta
V36eKuCcTaHy — a TAKOX IMiAXig Ha OCHOBI KOHKPETHUX MPUKIIALIB IIOA0 MPUKOPILOHHOTO KOHGIIIKTY 3 TaIsKMKUCTAaHOM
y kBiTHi-TpaBHi 2021 p. Ta mecTuIeHHOro 36poiiHoro KOHQIKTYy 3 TamskuMkucTaHOM Yy BepecHi 2022 p. PesynbraTu
rokasasu, mo micias posnany PagsHcbkoro Coro3y KupruscraH 3iTKHYBCS 3 TAKMMM BUKIMKAMU, SIK parMeHTOBaHA
BilicbKOBa iHQPaACTPYKTypa, HELOCTATHICTh PECYPCiB Ta pU3UKY TPAHCKOPAOHHMX KOHGIIKTIB. Li pu3uku mpussenn o
repemrisiay BificbhKOBOI1 JOKTPUHM Ta CTpaTerii HamioHaabHOI 6e3meku B nepion 3 2021 mo 2023 p. BigMiHHOO pucoro
3MiHeHOi BifiCbKOBOI MOJIITUKM € TIPaTHEHHSI OO HeWiTpasiTeTy, MUPHOTrO BUPilIeHHS KOHQUIIKTIB Ta 30CepenskeHHs
yBaru Ha TpaHcdopmalii 3arpos - riopupHux, iHbopmauiriHux Ta KibepHeTMuyHux. Ha BimmiHy Bim iHmmx Kpain
LenTpanbHoi Asii, BificbkoBuit 610mKkeT Kuprusbkoi Pecrry6itiku o6MexxeHuit 1,5 % BasoBOro BHYTPIIHBOTO POLYKTY,
IO CIIOHYKA€ KpaiHy YHMKATU TOHKYU 0306POEHDb i 06MpaTy GilbIll TEXHOMOTIUHMIT MiAXiA M0 HallioHaAbHOI 6Ge3IeKu.
Bpak KOMITiB [yisT MacIITaGHOTO Mepeo36pOEHHST KOMITEHCYEThCSI yuacTio Kupruscrany B MiDKHapOIHUX asbsHCAX i
BifIChKOBMX HaBUAHHSX, a TAKOX 3ToJ0I0 Ha 06MekeHY MPUCYTHICTh iHO3eMHMX BilichK. [JocBig Kupruscrany MosxkHa
BUKOPUCTOBYBATH [IJIsI 3al06iraHHs TPAHCKOPJOHHMM KOH(JIiKTaM, CTBOPEHHS iHTErpoBaHOi cucreMu 6GesMeKku Ta
3a6e3meueHHsI CTabiTbHOTO PerioHaIbHOTO PO3BUTKY

KirouoBi c1oBa: HalioHa/lbHa 6e3IeKa; TPAHCKOPHOHHMIT KOH(IIKT; perioHaapbHa 6GesleKka; MisKHAPOMHI ajbsSHCHU;
BiliCbKOBi HABUaHHS

Beryn
Posnag PapsHcbkoro Coro3y (CPCP) mpusBiB [0 3MiH Y
BiliCbKOBiif MOMITUIII IIeHTpaIbHOA31aTChbKUX OepskaB —

0 paasiHchbKa mosnitTuka Ha KaBkasi Ta B LleHTpasbHiit
A3ii Habyna bopMy MOMTUYHUX perpeciii, eKOHOMIiUHOi

Kasaxcrany, Tamkukucrany, TypkMeHicTaHy, Y36eKuc-
TaHy Ta Kuprusbkoi Pecny6miku. KonmuiiHi wieHn cowo3sy
3iTKHY/IMCS 3 TaKMMM BUKJIMKAMH, SIK (pparMeHTOBaHA
BilicbkoBa iH(dpacTpykTypa Ta BpasauBa cucrema 6e3-
MeKU. AKTYalbHiCTh Iii€el po6oTM Mosirae B PO3yMiHHI
TOrO, SIK I[@HTpPaJbHOA3iaTChKi KpaiHu TpaHchopmyBa-
JIX CBOIO BilICHKOBY MOMITUKY, MO0 MOMONATH IIi BUKIU-
KU Ta CTBOPUTHU iHAMBiZyaabHY TPAaEKTOPil0 B 3MiHEHUX
peanisx. O. Goksel & N. Huseynova (2024) y cBoeMy A0-
CTigpKeHHi BKasaau Ha 3HauHmii BruimB CPCP Ha dop-
MyBaHHS TOMITMYHOTO TIOPSIIKY NEHHOTO B KpaiHax
LenTpanbHoi A3ii. BUKOpMUCTOBYIOUM IOCTKONOHIaAbHY
TeOpeTMUHY MOJelb, IIUTOBAHI eKCIIepTH CTBePIKYBaIIN,

eKCIuTyaTallii Ta KyJIbTypHOI acCMMiJISILii, BUSIBSIIOUM KITIO-
YyoBi pucK KojOHianbHOro mpasiiHHA. Z. Khonelidze &
M. Bregvadze (2024) migkpecinau, o micis 3aKiHYeHHs
Ipyroi cBiToBOI BiiiHM po3mnapn PagsHcbkoro Cowosy cTaB
IPYTOI0 33 3HAUMMICTIO iCTOPUYHOIO TOJi€l0, SIKa MPU-
BepHYyJIa yBary CBiTOBOi CIJIbHOTY A0 MUTaHb MUPHOTO
CTiBiCHYBaHHSI HOBMX He3aJIeXKHUX JlepkaB. 3rajlaHi eKc-
MepPTU BiA3HAUWIN MPiOPUTETHICTh MisKHaPOIHOTO CITiB-
pPOOGITHUIITBA, IO MPU3BEIO OO CTBOPEHHS MPOLEAyp 3a-
6e3neueHHs BiiicbkoBoi 6esmnexu B perioni. O.F. Kocatepe
& M. Sahin (2024), ogHaxk, 3BepHY/IM yBary Ha HeloCTaT-
HIO e(eKTUBHICTb peali30BaHMX IIPOTOKOJIIB, OCKiJIbKM
yepes gecaTwIiTTs micist posnany CPCP ILlentpanbHa A3ist
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